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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

1 Introduction

Reasonsforan Audit Plan

The CIPFA Code ofPractice fortlarnal Audit in LocalGovernment
recommendsthat internal Audit operate to an AWREEn.

Afundamentalrole ofInternal Autlis to provide membersand senior
management with ndependent assurance on the Céuaeerall
controlenvironment, comprisinthe systemsofgovermance, risk
management,and internalcontroland to highligbhtrolwe aknesse s
togetherwith recommendations forgmove ment. The annualAudit Plan
setsout proposalson how thiswit achieved in the yearahead.

The Audit Plan mustincorporate suféont workto enable the Head of
Auditto give an opinion on the adequacy ofthe @aiisoveralcontrol
environment. Internal Audit must therefore havefisigfnt resources to
deliverthe Audit Plan.

The audit work planned for2012/13 willinform thead of Audit’'s opinion
on the internalcontrolenvironment that e xistshwitthe Council The
Head of Audit reports hisoverallopinion to the dNu& Accounts
Committee on an annualbasis.

Thisreport provides memberswith an opportunityctoallenge and
approve the planned work ofthe Imteal Audit service. Aswellas
satisfying themselvesthatthe methodology and agmme nts for
preparing the annualAudit Plan are robust.

Approach to Audit Planning

The Audit Managerisresponsible fdelvering the audit service. To
ensure thatthiscan be achieved there are apmtprarmangementsfor
audit planning and ensuring thattipdan isadequately resourced with
the necessarylevelofskied and experiencedfstaf

Seniormanagement are respdnsiforrisk management and the
development ofthe assurance framen If the risk maturity of the
Councilis sufficiently developed, Internal Auditomld be able to rely on
management’'s assessment ofrisks asthe basdortifying areasfor
auditcoverage. Atthe moment, the risk managemgrotess at Derby
City Councilisnotyetconsidered to be suffcidyrdeveloped to allow
Internal Audit to solelyuse the organisation’s risk re giste rs to id e ntife t
required auditcoverage. Ourplaed coverage of Risk Management
should determine the current risk maityiof the authority and id e ntify
the required improvementsin ordéhat future Audit planscanbe
closelyaligned with the issuesidentified in th@ncil's risk re gisters.
Organisations wilvary in theirapproach to matyrfrom risk enabled to
risk naive. See the diagram on Pagemndrisk maturity from It’s A Risky
Business: A Practical Guide to Risk Based Auditfigly Revised 2d
Edition) (CIPFA, 2005).

As such, the service wilbe delvered on the basia rsk based audi
plan compied by the Audit Managerin consultatiwith the Strategic
Directors, using a risk assessment modelwhichcalite s a risk factor of
high, medium orlow to allthe aredsraudit review to be undertaken.

We wilalso considerthe Councirisk management arrangementsto
inform ourrisk a ssessment. We wihdeavourto meet with relevant
managersto furtherunderstandethisk areas where internalaudit
assurance wilbe appropriate.

The audit plan setsoutthe numbemays required forinternal Audi to
adequately review the areasinvolved and indic abespriority levelfor
each planned audit assignment. The overriding ohbyecof this
approach isto ensure thatthe Head ofthe AuditiRarship isable to
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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

1 Introduction (Cont.)

Approach to Audit Planning (Cont.)

presentan annualopinion onettorganisation’s overallcontrol
enviionmentbydirecting adequateseurces based on the relative risks
ofoperations, resourcesand servicesinvolved.

The audit plan balancesthe folowing re quire me nts:

e The need to ensure the planiscompleted in lineh whie agreed
performance targets.

e The need to ensure the core financialsystems arecpuately
reviewed to provide assurance that managementmpahkice proper
arrangementsforfinancialcontrol.

e The need to appropriately revieoth strategic risk and operational
risk areas.

e The need to have a sufficient contingency elemend ¢ alwith
unplanned issues and investigat®that arise during the year.

e To enable positive, timely input to assist corparaatnd service
developments.

e To meetthe requirements ofteanaged audit arrange ments with
the Councilsexternalauditorsto ensure that tlteyn comply with the
International Auditing Standard,dduding system documentation and
evaluation forallbusine ss critical syste ms a ndicdvation of
performance indicatorouttumns.

e Progressin completing the audit plan,aswel@&ieving its
performance targetswilbe submitted to the AuglAccounts
Committee aspan ofregulan&rnal Audit Progress re ports.

Organisations
Risk Maturity

Risk Enabled
LEVEL 5

Risk Managed

LEVEL 4

Risk Defined
LEVEL 3

Risk Aware

LEVEL 2

Risk Naive
LEVEL 1

Internal Audit
Strategic Response

Extract from It's a Risky Busine ss (CIPFA, 2005)

Approach to
Risk Management

rRisk management Use management Review risk
and controls assessment of risk management
assurance policy for audit planning as processes to confirm
embedded into appropriate continued reliance
organisational can be placed upon
culture and them
operations

L A - & L=

and risk appetite
defined

management risk
assessment into
audit plan but use
audit assessment of
risk to check
comprehensive

Organisation wide Use management Review risk
approach torisk assessment of risk managerment
management for audit planning as processes. to confirm
communicated and appropriate reliance can be
implemented placed upon themn
Strategy, policies, Incorporate Liaise with risk

management
functionffacilitate
risk assessments.
Review approach for
adequacy and
completeness

Some areas risk
aware, probably due
to culture, history or

Rely on audit
assessment of risk

Promote
organisation-wide
approach to risk

staff in post management.
Process map to
identify key risks and
gain management

- approval of audit risk
assessment
Y T e ==\
Mo formal approach Rely on audit Pmrnr:rte : ;
developed assessment of risk organisation-wide

approach torisk
management.
Process map to

id entify key risks and
gain management
approval of audit sk
assessment

C
“@ centralmidlands audit partnership

Page 4 of12




Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

1 Introduction (Cont.)

Amsof Audit Coverage

The objectives ofinternal Audit’'s planned coverage as follows: e Contribute to embedding riskanagement throughout the

. . Councilsprocesses.
e Provide an assurance on the organisation’s intecroaltrol system, and

hence there isneed to auditareadimdncialand non-fnancialrisk as e Contribute to the development and maintenance oédffactive
thiswillencompass some ofthe key governanceesys. counterfraud culture within the Council

e Audit the main financialsystems @mthersystemsrelated to possible
material mis-state me nts, re ghle ssof comparative risk.

e Deliverrisk based assurance on those controls thahage significant
risks.

e Fully comply with best practice akefined by CIPFA in the Code of
Practice 2006.

e Betterintegrate the outomes and otherinformiatn gathered aspatrt,
ofthe internalaudit process, with the Counci(kmanagement
process.

e Maintain ongoing effective relationships with theoGncil's External
Auditorsand delivercomplementarygris ofwork so asto delveran
efficient audit service colectively.

e Ensure thatappropriate resources,shiy experienced, and with skils to
delverthe whole plan ofworkammaintained within InternalAudti.

e Inprove the efficiency and effectvengsfoperations ofthe service.

e Promote good corporate governance and control pcestand
contrbute to a good governance culture.

e Workin a positive manneralongside clients, suptmgrthem in the
effective managementofriskand service delvery.
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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

2 Contentofthe Audit Plan

Audit Resources

Itisanticipated thatthe Centraltfands Audit Partnership wilprovide
the Councilwith a sustainable service, with comlpeesive coverage
and anenhanced qualty ofservice. It is envisadleat as the
Partnership grows, greaterefficienciesmaybe agéd which could
result in furthercostreductionse Partnerorganisations overtime.

The Partnership usesa modernrisk-based approaditémalaudt,
which focuses audit reviews on theydsks faced by the Council We wil
utiise ourbespoke database systemsand automaierking papers
package that greatly assist with the conduct of bsuand the audit
management process. These sysseaoveraudit working papersand
repons, job controland progresstracking, timeaeding,
recommendation tracking and automated folow-upg,édtherwih
performance monitoring and managementreporting.

Thisnew approach wil result in nre efficient ways ofundertaking,
documenting and managing the audi services. Tiliiewad to a
reduction in the numberofdaysreipd foraudit reviewsto deliverthe
required assurancesto managem,easmore audit workwilbe
achieved within a given resource allocation thanwdohave been the
case in previousyears.

The Councilsplanned audit coveragkould notexperience reductions
oradditionalcoststhrough long-term absencesagcancies, etc. and
wilbenefit from the specialist audi skils andkgerience alleady
contained within the Partnership (e.g. computer timg) which was
previously only avaiable ata premium.

The generalmanagement and admiaisite overheads associated with
the internalaudit service wilnot be detaiedtliisreport astheyrelate to
the Partnership asa whole and are ¢typlly not directly attributable to
any single organisation. Thisreporilwnly detaithe resource allocations
to 'productive' audit work which calme attributed to this organisation.

Plan Contingencies

The AuditPlanisa flexible documentand itiswitably subjectto some
changesduring the yearasa resuleaferging issuesdeemed asa high
risk, the need to divert audit resources to inwgsstion workand changes
in staffing resourcesavaiable foraudit work.

To ensure changesto the Plan are minimised, wiihé Plan there are a
numberofdayssetaside as“contingencies”. Thase spltas folows:

e Emerging IssuesNot allaudit workcan be planned one yearin
advance.Accordingly,a contingency ofdays has b éait into the
Plan to addressissuesthat occurduring the yetdchvAudit need to
be aware ofand assessthe riskimplications fer@ouncil This
contingency hasbeenincreased to addressthe ipated increase
in requeststo evaluate proposed new processesiadg from the
Councilstransformation agenda.

e Advice -On an ad-hoc basis, Auditiscaled upon to pdevrisk and
controladvice on issuesthroughothe Council This consultancy work
isa veryimportant service and requests for Auditut are considered
to be a good measure ofthe qualty ofthe Audivieee and ofthe
satisfaction of ourcustomers.

e Investigations Internal Audit may be involved in the inve stiganiof
suspected internalfraud, theft ormaiwe gularity (where there issome
form ofalleged financialire gukty, which may have resulted in
financiallossto the Council). Underthe Code od @tice thisis
deemed a non-assurance function, and therefore suxrk wil only
be undertaken ifthe availabilty of re sources whoit. The levelof
inve stigation workcan noteasiy be predicted, lgivte n the levelof
coverage inrecentyearswe hasetthe contingency ofdaysto
approx. 5% ofdaysavaiable.
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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

2 Contentofthe Audit Plan (Cont.)

Plan Contingencies (Cont.)

e Follow-up Audits- InternalAuditiscommitted towards ensuring that
controlimprovementsare achieveachd allagreed actionsare acted
upon. To thisend, audittime hasbn allocated to develop our system
forensuring thatagreed actionsto audit recommatichs are
implemented. We have developed a recomme nd a tionkinay
database, which alows usto monitor, folow-up amegport upon the
statusofallmanagement's aeanisin respectodgreed audit
recommendations.

e Brought Forward JobsThe section hasa numberofincomplete audits
from the 2011/12 Plan to conclude in the 2012/18mPIAccordingly,
the Plan containsan estimatetomfe necessaryto complete each
unfinished audit from the previousyear.

Types of Audit Work

Key Financial Systems Auditthe main area forinternalaudit workis the
Corporate Services Deparmtment whibh s responsibilty forthe Councils
fundamentalfinancialsystems, which are the ke yhe running ofthe
Council. Hence the majdyiofaudits planned in the department are
reviews ofthe centralcontroleleemts and associated risks of the
fundamentalfinancial syste ms. Exte radd it will re view the work on the
fundamentalfinancial systems tessist them when determining their
opinion on the Councilsannualacuamwts. The Plan coversthe Councils
key financialsystemsincluding the NaAccounting System, Fixed Assets,
Creditors, Debtors, Payrol, TreargiMa nage me nt, NNDR, Council Ta x,
Housing Benefit and Cash Receipting. The conse quesnaf the se system
processesgoing wrong could lead to service faimred wasted
resources.

Systems/ Risk Based Audidhe auditor's prime role isto review the
internalcontrolsystem and reparpon the adequacy ofcontrols. An
organisation’soverallinternalcontrsystem isthe product ofallofthose
systemsand processesthatthe organisation hastereto delverits
businessobjectives, both financialédmon-financial it folows that one
ofthe main waysthat auditors wil form a view ¢me overall control
system isby carying out reviews ofthe componeystems and
processes. These are commonly known as systemseébageits. They
enable auditors to:

e Assess how internalcontrols are op¢ing in a system to manage risk,
thereby forming a view on whethegliance canbe placed upon the
system.

e Provide management with assurancesthat systemadequately
meeting the purposesforwhich they were designed.

e Provide constructive and practicalrecommendatimnstrengthen
systemsand addressidentified risks.

e Use findingsto feed into an overallopinion on thentrol framework.
e Provide evidence forexternalauditand otherrew@gencies.
ITAudit —Typically ourTauditing coveage focuseson the folowing:

e Infrastructure Infrastructure auditsoverperimeterdefences,
authentication, managementand monitoring, and desiBroken
down further, [Tinfrastructure Audis typically alde ss Anti-Virus,
Intrusion Detection Syste ms, Fire lsa Routers, Switches, Operating
Systems, Directory Services (Active Directory), G Polcy, Vitual
Private Networks, Database Platforms, Web Servatf@ims,
Applcation ServerPlatforms, Network Manageme n¢tiwork De sign,
Networking Hardware, Centraéd Storage, Vitualization,
Telecommunicationsand TTelephony, Remote Acc®udstions
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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

2 Contentofthe Audit Plan (Cont.)

Types of Audit Work

(Citrix) amongst others. Infrastrucitat audits help provide assurance
thatthe Councis private networkis protected frimternet attacks,
unauthorised orinappropriate acssvia localorremote attacks,
and also ensure the Councilhasthe necessary margtand
incident analysisto mainia and analyze the Network.

e Applcations:Applcation audits coverthin and fat client
applcations,and both internal(Intranet) orexrak(Web)
applications. Applicationsauditstypicaly focua € IAA
(confidentia lty, inte grity, availabilty and accmta bilty risks). This
canbe broken down to lookat pfcation deployment and use, to
ensure the applcationsand hosting servers ardegrted, and
design and configuration ensure attackers ca nngtiogtx
vulnerabiities to gain unauthoesl accessto sensitve corporate
data.

Governance ReviewsThe governance framework comprises the systems

and processes, and culture and vaueyswhich the Councilisdirected
and controled, and by whichitaccountsto, engagwth and leadsthe
community. tincludesarrangementsto monitor thehieve ment of its
strategic objectivesand to consideretherthishasled to the delvery of
appropriate, cost-effective serviceseTsystem of internalcontrolis a
significant part ofthat frameworkand isdesigneodmanage riskto a
reasonable level tcan notelminate alriskk@fure to achieve policies,
aimsand objectivesand can therefore only prowdasonable, and not
absolute, assurance ofeffectivendsseermal Audit undertakesreviews of
keyaspectsofthe Councilsgovernance framewoylomking at
corporate systemssuch as Risk Management, Hea8hf@ty, Data
Qualty, Anti—Fraud etc.

Procurement/Contract Audittocalauthorities collectively spend
around £40 bilion a yearon purchagigoods, works and services from
externalparties. Procurementinvolvesthe procafssc quisition from
such third parties, and spansthe whole life cyfcdan the initialconcept
(determining the need), through buying and delyegoythe end ofa
service contractflhe audit approach to procurement should prima rily
concermn the authority’scorporategoure ment strategy and associated
management structuresand processes, includingrachprocedure
rulesand detailed procurement guidance. Intefedit should focus
resourceson those areasperceivedamnannualbasisto be of highe st
risk. To identify such areas, it wilbe necesstéayhave information
regarding the current spending on procurement bglearea within the
authority, togetherwith its plarferthe future (including any major
service contractsthat are due forre-letting).
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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

3 0Overview ChartsofPlanned Coverage

Derby City Councll
InternalAudit Plan 2012-13
Day Alocation pertype of Audit

50 (4%)

237 (17%) 348 (26%)

125 (9%)

133 (10%)

105 (8%)

62 (5% 105 (8%)

101 (7%) 95 (7%)

BKey Financial System
OGovernance Review

l Syste ms/Risk Aud it

OITAudit
OProcurement/Contract Audit
OSchools

B Syste ms/Risk Aud it
Binvestigation
BAdvice/Emerging Issues
OFollow-up

Derby City Councll
Internal Audit Plan 2012-13
Days Allocated to each
Department

70 (6%) 124 (10%)

166 (13%) 89 (7%

62 (5%)

745 (59%)

B Chief Executives
BEChidren & Young People
OSchools

BResources
ONeighbourhoods

B Adults, Health & Housing
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Audit & Accounts Committee: 27 June 2012

Derby City Council—Intermnal Audit Plan 2012-13

4 Detalled Audit Plan Proposal

Aud it Aud it

. ] . Risk Risk Plan
Derby City Council— Audit Plan 2012-13 Score Rating Days Type of Audit

Chief Exe cutive s

One Derby One Council- Trarmsimation Process 2012-13 40 Govemance Review
Pl Self Assessment 2012-13 41 10 Govermance Review
Economic Regeneration 58 20 Syste ms/Risk Aud it
Inve stigations - - 25
Advice / Emerging Issues - - 20
Follow-ups - - 5
Ihcomplete Audits B/fwd from 2011-12 - - 4
Chie f Executives Total Days 124
Chidren & Young People
Section 17 Payments 46 Medium 20 Syste ms/Risk Aud it
Inve stigations - - 25
Advice / Emerging Issues - - 20
Follow-ups - - 5
Ihcomplete Audits B/fwd from 2011-12 - - 19
Chidren & Young People Total Days 89
Schools
28 School SFVS Reviews - - 56 Schools
Ihcomplete Audits B/fwd from 2011-12 - - 6
Schools Total Days 62
Resources
Payroll 2012-13 57 25 Key Financial System
Fixed Assets 2012-13 56 20 Key Financial System
Treasury Management 2012-13 61 15 Key Financial System
Main Accounting System 2012-13 63 30 Key Financial System
Teachers Pension Return TR17 2011-12 33 Low 10 Key Financial System
Procurement (Contracts Register) 67 - 20 Procurement/Contract Audit
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Derby City Council—Internal Audit Plan

2012-13

Taxation 50 Me dium 20 Syste ms/Risk Aud it
Information Governance 50 Medium 20 TAudit
Audit Risk Asse ssment & Planning - - 30 Advice/Emerging Issues
Audit and Accounts Committee - Reports - - 25 Advice/Emerging Issues
Managed Audi Issues - - 2 Advice/Emerging Issues
Data Matching 2012-13 - - 50 Governance Review
NationalFraud Initiative 2012-13 - - 10 Governance Review
InternalGroups 2012-13 - - 20 Advice/Emerging Issues
Creditors 2012-13 44 Me dium 25 Key Financial Syste m
Debtors 2012-13 55 25 Key Financial System
CouncilTax 2012-13 57 20 Key Financial System
NNDR 2012-13 56 20 Key Financial System
Cashiers 2012-13 49 Me dium 20 Key Financial System
Housing & Council Tax Be nefits 2012-13 59 30 Key Financial Syste m
[TApplcation - Oracle 55 25 TAud it
TApplcation - Academy 55 25 ITAud it
ITTransformation Programme 69 25 TAud it
Inve stigations - - 25
Advice / Emerging Issues - - 80
Follow-ups - - 30
Ihcomplete Audits B/fwd from 2011-12 - - 98
Resources Total Days 745
Neighbourhoods

Carbon Trading 35 Me dium 5 Key Financial Syste m
6C Derby Housing Market Area Growth Fund 35 Medium 5 Key Financial System
Sports Arena Contract 63 30 Procurement/Contract Audit
Wa ste Management 53 Medium 25 Syste ms/Risk Aud it
Inve stigations - - 25
Advice / Emerging Issues - - 20
Follow-ups - - 5
Incomplete Audits B/fwd from 2011-12 - - 51

Neighbourhoods Total Days 166
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Adults, Health & Housing
Continuing Care

20 Syste ms/Risk Aud it
Inve stigations 25
Advice / Emerging Issues 20
Follow-ups 5
Ihcomplete Audits B/fwd from 2011-12 0
Adults, Health & Housing Total Days 70
Derby City Council Total Days 1256
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