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1 Sum m a ry 

Ro le  o f In te rna l Aud it C ontro l Assura nc e  De fin itio ns 

The  Inte rna l Aud it Se rvic e  fo r De rb y C ity C o unc il is no w p ro vid e d  b y the  C e ntra l Mid la nd s Aud it 
Pa rtne rsh ip  (C MAP). The  Pa rtne rsh ip  o p e ra te s in  a c c o rd a nc e  with  sta nd a rd s o f b e st p ra c tic e  
a p p lic a b le  to  In te rna l Aud it (in  p a rtic u la r, the  C IPFA C o d e  o f Pra c tic e  fo r In te rna l Aud it in  
Lo c a l G o ve rnm e nt in  the  UK 2006). C MAP a lso a d he re s to  the  In te rna l Aud it Te rm s o f 
Re fe re nc e . 

The  ro le  o f in te rna l a ud it is to  p ro vid e  ind e p e nd e nt a ssura nc e  tha t the  o rg a nisa tio n ’s risk 
m a na g e m e nt, g o ve rna nc e  a nd  in te rna l c o ntro l p ro c e sse s a re  o p e ra ting  e ffe c tive ly. 

Re c o m m e nd a tio n Ra nking  

To  he lp  m a na g e m e nt sc he d ule  the ir e ffo rts to  im p le me nt o ur re c o m m e nd a tio ns o r the ir 
a lte rna tive  so lutio ns, we  ha ve  risk a sse sse d  e a c h co ntro l we a kne ss id e ntifie d  in  o ur a ud its. Fo r 
e a c h re c o m m e nd a tio n a  jud g m e nt wa s m a d e  o n the  likeliho o d  o f the  risk o c c urring  a nd  the  
p o te ntia l im p a c t if the  risk wa s to  o c c ur. Fro m  tha t risk a sse ssm e nt e a c h re c o m m e nd a tio n ha s 
b e e n g ive n o ne  o f the  fo llo wing  ra ting s:  

• C ritic a l risk. 

• Sig nific a nt risk. 

• Mo d e ra te  risk 

• Lo w risk. 

The se  ra ting s p ro vid e  m a na g e rs with  a n ind ic a tio n of the  im p o rta nc e  o f re c o m m e nd a tio ns a s 
p e rc e ive d  b y Aud it; the y d o  no t fo rm  p a rt o f the  risk m a na g e m e nt p ro c e ss; no r d o  the y re fle c t 
the  tim e fra m e  with in  whic h the se  re c o m m e nd a tio ns c an b e  a d d re sse d . The se  m a tte rs a re  still 
fo r m a na g e m e nt to  d e te rm ine . 

Sum m a rie s o f a ll a ud it re p o rts a re  to  b e  re p o rte d  to  Aud it & Ac c o unts C o m m itte e  to g e the r 
with  the  m a na g e m e nt re sp o nse s a s p a rt o f In te rna l Aud it’s re p o rts to  C o m m itte e  o n p ro g re ss 
m a d e  a g a inst the  Aud it Pla n. All a ud it re vie ws will c o nta in  a n o ve ra ll o p in io n b a se d  o n the  
a d e q ua c y o f the  le ve l o f in te rna l c o ntro l in  e xistenc e  a t the  tim e  o f the  a ud it. Th is will b e  
g ra d e d  a s e ithe r: 

• No ne - We  a re  no t a b le  to  o ffe r a ny a ssura nc e . The  a re as re vie we d  we re  fo und  to  
b e  ina d e q ua te ly c o ntro lle d . Risks we re  no t b e ing  well m a na g e d  a nd  syste m s 
re q uire d  the  in tro d uc tio n o r im p ro ve m e nt o f in te rnal c o ntro ls to  e nsure  the  
a c hie ve m e nt o f o b je c tive s. 

• Lim ite d - We  a re  a b le  to  o ffe r lim ite d  a ssura nc e  in  re la tio n to  the  a re a s re vie we d  
a nd  the  c o ntro ls fo und  to  b e  in  p la c e . So m e  ke y risks we re  no t we ll m a na g e d  a nd  
syste m s re q uire d  the  in tro d uc tio n o r im p ro ve m e nt o f in te rna l c o ntro ls to  e nsure  the  
a c hie ve m e nt o f o b je c tive s. 

• Re a so na b le - We  a re  a b le  to  o ffe r re a so na b le  a ssura nc e  a s m o st o f the  a re a s 
re vie we d  we re  fo und  to  b e  a d e q ua te ly c o ntro lle d . G ene ra lly risks we re  we ll 
m a na g e d , b ut so m e  syste m s re q uire d  the  intro d uc tio n o r im p ro ve m e nt o f in te rna l 
c o ntro ls to  e nsure  the  a c hie ve m e nt o f o b je c tive s. . 

• Co m p re he nsive - We  a re  a b le  to  o ffe r c o m p re he nsive  a ssura nc e  a s the  a re a s 
re vie we d  we re  fo und  to  b e  a d e q ua te ly c o ntro lle d . Inte rna l c o ntro ls we re  in  p la c e  
a nd  o p e ra ting  e ffe c tive ly a nd  risks a g a inst the  a c hie ve m e nt o f o b je c tive s we re  we ll 
m a na g e d . 

This re p o rt ra ting  will b e  d e te rm ine d  b y the  num b e r o f c o ntro l we a kne sse s id e ntifie d  in  
re la tio n to  tho se  e xa m ine d , we ig hte d  b y the  sig n ific a nc e  o f the  risks. Any a ud its tha t re c e ive  
a  No ne  o r Lim ite d  a ssura nc e  a sse ssm e nt will b e  h ig hlig hte d  to  the  Aud it & Ac c o unts 
C o m m itte e  in  Aud it’s p ro g re ss re p o rts. 
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2 Aud it C o ve ra g e 

Aud it Assig nm e nts Aud it Da ys 
Be twe e n 1st No ve m b e r 2011 a nd  29th Fe b rua ry 2012, In te rna l Aud it ha s c o m p le te d  12 a udit a ssig nm e nts fo r 
De rb y C ity C o unc il a s we ll a s c o m p le ting  24 Sc ho o l’s Fina nc ia l Va lue  Sta nd a rd  re vie ws a nd  11 a ud it 
a ssig nm e nts fo r o the r o rg a nisa tio ns. The  fo llo wing  C ha rt p ro vid e s a  sum m a ry o f the  c o ntro l a ssura nc e  we  ha ve 
p ro vid e d  o n e a c h a ssig nm e nt b y De p a rtm e nt. 

De rb y C ity C o unc il - Le ve l o f C o ntro l Assura nc e  a ssig ne d  to  tho se  Aud its C o m p le te d  b e twe e n 1st No ve m b er 2011 a nd  29th Fe b rua ry 2012
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As a  g e ne ra l p o lic y, a ll a ud its le a d ing  to  a  ra ting o f “Lim ite d ”  “No ne ” will b e  b ro ug ht to  the  C o m m itte e ’s 
sp e c ific  a tte n tio n . In  the  p e rio d , the re  ha ve  b e e n 4 a ud its wh ic h ha ve  ra te d  the  o ve ra ll c o ntro l in  the  
a re a / se rvic e  und e r re vie w a s Lim ite d .  

Be twe e n 1st No ve m b e r 2011 a nd  29th Fe b rua ry 2012, In te rna l Aud it ha s 
sp e nt a  to ta l o f 501 d a ys o n a ud it re vie ws with in  De rb y C ity C o unc il. The  
tim e  sp e nt in  e a c h De p a rtm e nt c a n b e  b ro ke n d o wn a s fo llo ws: 

De rb y C ity C o unc il - Da ys Sp e nt in  e a c h De p a rtm e nt 
b e twe e n 1st No ve m b e r 2011 a nd  29th Fe b rua ry 2012

45.00 (9%)

42.50 (8%)

260.50 (52%)

47.50 (9%)

51.75 (10%)

53.75 (11%)
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2 Aud it C o ve ra g e  (C o nt.) 

Sum m a ry o f C o m p le te d  Aud it Assig nm e nts Furthe r De ta ils o f C o m p lete d  Aud it Assig nm e nts 
Re c o m m e nd a tio n Risk Ra ting s 

 Jo b  Na m e  

 O ve ra ll Co ntro l 
Assura nc e  Ra ting  

C ritic a l 
Risk 

Sig nific a nt 
Risk 

Mo d e ra te  
Risk 

Lo w 
Risk 

Chie f Exe c utive ’s Offic e      
  

    

Ma ilb o x Ac c e ss N/ A 0 0 0 0 

Ma rke t Re nt N/ A 0 0 0 0 

         

Child re n & Yo ung  Pe op le      
  

    

 -  -      

Re sourc e s     
  

    

Em a il O p e ra tio ns He a lth C he c k Re a so na b le  0 1 0 1 

Pa yro ll 2010-11 Lim ite d  0 1 6 3 

Te a c he rs Pe nsio n Re turn TR17 
2010-11 

Re a so na b le  0 0 0 0 

Re g istra rs - Inc o m e  C o m p re he nsive  0 0 0 1 

C a sh O ffic e  Lim ite d  0 5 1 5 

Pa yro ll Co m p ro m ise  Ag re e m e nt Lim ite d  0 0 0 0 

         

Ne ig hb o urhoo d s     
  

    

 -  -      

Ad ults, He a lth & Ho using      
  

    

Sup p o rting  Pe o p le  C o m p re he nsive  0 0 0 3 

Pe rso na lisa tio n Lim ite d  0 0 5 4 

De rb y Wo m e n's Ce ntre  N/ A 0 0 0 2 

PI - Ad ults with Le a rning  Diffic ultie s 
in  Em p lo ym e nt 

C o m p re he nsive  0 0 0 0 

            

To ta l Re c o m m e nd a tio ns Ma d e    0 7 12 19 

Me m b e rs’ a tte ntio n sho uld  b e  sp e c ific a lly d ra wn to  the  “Lim ite d ” a ssura nc e  ra ting s g ive n to  
the  Pa yro ll 2010-11, C a sh O ffic e  a nd  Pa yro ll C o m p rom ise  Ag re e m e nt a ssig nm e nts. 

In tro d uc tio n 

The  fo llo wing  sum m a rise s the  in te rna l a ud it wo rk c om p le te d  in  the  p e rio d  fro m  1st 
No ve m b e r 2011 to  29th Fe b rua ry 2012 a nd  se e ks to  h ig h lig h t issue s whic h C o m m itte e  m a y 
wish to  re vie w in  m o re  d e ta il a t the  ne xt m e e ting .  

C hie f Exe c utive s 

Ma ilb o x Ac c e ss  

We  we re  a ske d  to  inve stig a te  ho w a n o ffic e r ha d  a c ce sse d  a  se nsitive  m e e ting  re q ue st 
tha t ha d  b e e n se nt to  he r m a na g e r. A la c k o f c o nc lusive  e vid e nc e  m e a nt tha t we  c o uld  
no t p ro vid e  a  d e fin itive  e xp la na tio n o f ho w th is had  o c c urre d . 

Ma rke t Re nt 

A m a rke t sta ll ho ld e r a lle g e d  tha t she  ha d  m a d e  p a ym e nts to  a  fo rm e r C o unc il o ffic e r tha t 
ha d  no t b e e n p o ste d  to  he r a c c o unt. The  m a tte r wa s re fe rre d  to  the  Po lic e  a nd  the y 
c o nc lud e d  tha t the y wo uld n’t b e  p ro c e e d ing  with  a  pro se c utio n d ue  to  insuffic ie n t 
e vid e nc e  to  ‘p ro ve  b e yo nd  a ll re a so na b le  d o ub t’ 

Re so urc e s 

Em a il O p e ra tio ns He a lth  C he c k 

This a ud it fo c use d  o n c o rp o ra te  p o lic y a nd  p ro c e d ure s a ro und  a c c e ss c o ntro l to  sha re d  
m a ilb o xe s, m a ilb o x re te ntio n, use rs with  ‘se nd  a s’ p rivile g e s, a nd  a uto -fo rwa rd ing  ru le s. 
Fro m  the  16 ke y c o ntro ls e va lua te d  in  th is a udit re vie w, six we re  c o nsid e re d  to  p ro vid e  
a d e q ua te  c o ntro l a nd  10 c o nta ine d  we a kne sse s. Bo th c o ntro l issue s ra ise d  in  th is re p o rt 
we re  a c c e p te d  a nd  p o sitive  a c tio n wa s a g re e d  to  a d dre ss the  re c o m m e nd a tio ns b y 1 
Ap ril 2012. 

Te a c he rs Pe nsio n Re turn TR17 2010-11 

The  C hie f Fina nc e  O ffic e r is re q uire d  to  c e rtify tha t the  e ntrie s m a d e  in  Pa rt B o f the  a nnua l 
TR17 Te a c he rs’ Pe nsio ns Re turn  a re  c o rre c tly c a lcula te d  a nd  p a id . Pa rt B o f the  re turn is in  
re sp e c t o f te a c he rs who se  sa la ry p a ym e nts a re  a d m iniste re d  o the r tha n d ire c tly thro ug h 
the  LA p a yro ll. Thro ug h und e rta king  a  se rie s o f te sts, we  p ro vid e  a ssura nc e  tha t the  e ntrie s 
o n the  re turn a c c ura te ly re fle c t the  d e d uc tio ns m a de  a nd  re m itte d . Und e r the  C o unc il’s 
m a na g e d  a ud it a rra ng e m e nts, Exte rna l Aud it wa s a b le to  p la c e  to ta l re lia nc e  o ur wo rk.  
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2 Aud it C o ve ra g e  (C o nt.) 

Furthe r De ta ils o f C o m p le te d  Aud it Assig nm e nts  
Re so urc e s (c o nt.) 

Pa yro ll 2010-11  

This a ud it fo c use d  o n ho no ra ria  p a ym e nts, va ria tio ns to  p a y a nd  the  a p p ro va ls re q uire d  to  
sup p o rt the se , e xc e p tio n re p o rts p ro d uc e d  and  c he c ke d  b y Pa yro ll a nd  the  syste m  whic h 
a llo ws He a d s o f Se rvic e  a c c e ss to  HR d a ta  to m a na g e  the ir sta ff. We  a lso  re vie we d  the  
issue s a rising  fro m  the  Pa yro ll Erro r in  Fe b rua ry 2011 a nd  c o m m e nte d  o n the  c o ntro l 
im p ro ve m e nts im p le m e nte d  sinc e  tha t tim e . Fro m  the  30 ke y c o ntro ls e va lua te d  in  th is a ud it 
re vie w, 20 we re  c o nsid e re d  to  p ro vid e  a d e q ua te  c o ntro l a nd  10 c o nta ine d  we a kne sse s. A 
sig n ific a nt risk wa s id e ntifie d  in  tha t Pa yro ll e nco unte re d  d iffic u ltie s in  lo c a ting  a ll the  
in fo rm a tio n to  sup p o rt Aud it’s sa m p le  o f p a yroll tra nsa c tio n with in  a  p re sc rib e d  tim e fra m e . 
C o nse q ue ntly, it wa s no t p o ssib le  to  ve rify a ll transa c tio ns se le c te d  fro m  the  d iffe re nt typ e s 
o f p a yro ll a llo wa nc e s a nd  d e d uc tio ns. All 10 o f the  c o ntro l issue s ra ise d  with in  th is re p o rt 
we re  a c c e p te d  b y m a na g e m e nt a nd  p o sitive  a c tio n in  re sp e c t o f a ll o f the  
re c o m m e nd a tio ns will b e  c o m p le ted  b y the  e nd  o f Ap ril 2012.  

Re g istra rs – Inc o m e  

This a ud it fo c use d  o n inc o m e  c o lle c te d  a nd  b anking  und e rta ke n b y Re g istra tio n Se rvic e s 
a nd  ho w th is is se c ure d . We  a lso  e xa m ine d  the  p ro c essing  o f lic e nc e s fo r a p p ro ve d  ve nue s. 
Fro m  the  26 ke y c o ntro ls e va lua te d  in  th is a udit re vie w, 25 we re  c o nsid e re d  to  p ro vid e  
a d e q ua te  c o ntro l a nd  o nly o ne  c o nta ine d  a  we a kne ss. The  sing le  c o ntro l issue  ra ise d  with in  
th is re p o rt wa s a c c e p te d  b y m a na g e m e nt a nd  a  re vised  a c tio n p ro p o se d  b y the  He a d  o f 
Se rvic e  in  re sp e c t o f the  re c o m m e nd a tio n a nd  wa s c om p le te d  in  Ja nua ry 2012.  

C a sh O ffic e  

Ha ving  b e e n a le rte d  to  a n a lle g e d  c a sh d isc re p a nc y, In te rna l a ud it c a rrie d  o ut a  re vie w o f 
the  c a shie ring  c o ntro ls. As a  re sult o f th is wo rk, a  num b e r o f re c o m m e nd a tio ns we re  m a d e  
to  im p ro ve  the  se c urity o f c a sh with in  the  c a sh o ffic e .  All 11 o f the  c o ntro l issue s ra ise d  
with in  o ur syste m s we a kne sse s re p o rt we re  a c c e p te d  a nd  p o sitive  a c tio n ha d  a lre a d y b e e n 
ta ke n to  im p le m e nt 10 o f the  re c o m m e nd a tio ns. No  a ctio n wa s to  b e  ta ke n o n o ne  
re c o m m e nd a tio n d ue  to  the  in tro d uc tio n o f the  se lf-p a y kio sks. 

Pa yro ll C o m p ro m ise  Ag re e m e nt 

Whilst und e rta king  the  2010/ 11 Pa yro ll a ud it, Aud it te sting  fo und  tha t a n unsup p o rte d  
p a ym e nt ha d  b e e n m a d e  to  a n e m p lo ye e  in  a d va nc e  o f the  C o m p ro m ise  Ag re e m e nt. 
Ad d itio na l wo rk wa s und e rta ke n in  th is a re a  a nd  o ur find ing s a nd  c o nc lusio n we re  
p re se nte d  to  m a na g e m e nt fo r c o nsid e ra tio n . Ma na g e m ent’s o wn inve stig a tio n ha s b e e n 
c o m p le te d  a nd  re c o m m e nd a tio ns a re  b e ing  im p le m e nte d. 

Ad ults, He a lth  & Ho using  

Sup p o rting  Pe o p le  

This a ud it fo c use d  o n the  Sup p o rting  Pe o p le  syste m s a nd  p ro c e d ure s, with  sa m p ling  fro m  
2011/ 12 tra nsa c tio ns. Fro m  the  30 ke y c o ntro ls e va lua te d  in  th is a ud it revie w, 27 we re  
c o nsid e re d  to  p ro vid e  a d e q ua te  c o ntro l a nd  o nly thre e  c o nta ine d  we a kne sse s. All thre e  o f 
the  c o ntro l issue s ra ise d  with in  th is re p o rt were  a c c e p te d  a nd  p o sitive  a c tio n wa s a g re e d  
to  b e  ta ke n. Two  re c o m m e nd a tio ns we re c o m p le te d  in  Ja nua ry 2012, the  fina l 
re c o m m e nd a tio n wa s a g re e d  to  b e  c o m p le te d  b y the  e nd  o f De c e m b e r 2012. 

Pe rso na lisa tio n  

This a ud it fo c use d  o n re c o rd  m a na g e m e nt a nd  the  a utho risa tio n a nd  c a lc u la tio n p ro c e ss 
fo r se tting  p e rso na lise d  b ud g e ts. Fro m  the  18 ke y co ntro ls e va lua te d  in  th is a ud it re vie w, 
n ine  we re  c o nsid e re d  to  p ro vid e  a d e q ua te  c o ntro l a nd  n ine  c o nta ine d  we a kne sse s. All 
n ine  o f the  c o ntro l issue s ra ise d  we re  a c c e p te d  a nd p o sitive  a c tio n in  re sp e c t o f a ll 
re c o m m e nd a tio ns wa s to  b e  c o m p le te d  b y the  e nd  o f Ma rc h 2012. 

De rb y Wo m e n's C e ntre  

In te rna l Aud it wa s re q ue ste d  to  und e rta ke  a n a ud it o f De rb y Wo m e n’s C e ntre  to  ve rify the  
a c c ura c y a nd  c o m p le te ne ss o f the  m o nito ring  re p o rts sub m itte d  to  the  C o unc il. We  
c o nsid e re d  o ur find ing s c a st d o ub t o n the  re lia bility o f the  m o nito ring  re p o rts sub m itte d  to  
the  C o unc il a nd  the  in te rna l g o ve rna nc e  a rra nge m e nts fo r e nsuring  a c c o unta b ility fo r ke y 
d e c isio ns. O ur re p o rt id e ntifie d  two  issue s whic h ma na g e m e nt ha s re so lve d  to  a d d re ss. 

PI - Ad ults with  Le a rn ing  Diffic u ltie s in  Em p lo ym e nt 

In te rna l Aud it re vie we d  the  a c c ura c y a nd  c o m p le te ness o f th is Lo c a l Pe rfo rm a nc e  
Ind ic a to r a nd  fo und  tha t c o ntro ls we re  a d e q ua te . 
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3 Aud it Pe rfo rm a nc e  

C usto m e r Sa tisfa c tio n  

The  Aud it Se c tio n se nd s o ut a  c usto m e r sa tisfa c tio n surve y with  the  
fina l a ud it re p o rt to  o b ta in fe e d b a c k o n the  p e rfo rm a nc e  o f the  
a ud ito r a nd  o n ho w the  a ud it wa s re c e ive d . The  surve y c o nsists o f 
11 q ue stio ns wh ic h re q uire  g ra d ing  fro m  1 to  5, where  1 is ve ry 
p o o r a nd  5 is e xc e lle nt. The  ta b le  o p p o site  sum m a rise s the  
a ve ra g e  sc o re  fo r e a c h c a te g o ry fro m  the  21 re sp o nse s re c e ive d  
b e twe e n 1st No ve m b e r 2011 a nd  29th Fe b rua ry 2012. The  a ve ra g e  
sc o re  fro m  the  surve ys wa s 50.38 o ut o f 55. The  lo we st sc o re  
re c e ive d  fro m  a  surve y wa s 43, while  the  h ig he st was 55, whic h 
wa s a c hie ve d  o n 6 o c c a sio ns.  

The  o ve ra ll re sp o nse s a re  g ra d e d  a s e ithe r: 

•  Exc e lle nt (sc o re s 46 to  55) 

•  G o o d  (sc o re s 38 to  46) 

•  Fa ir (sc o re s 29 to  37) 

•  Po o r (sc o re s 20 to  28) 

•  Ve ry p o o r (sc o re s 11 to  19) 

O ve ra ll 15 o f 21 re sp o nse s c a te g o rise d  the  a ud it servic e  the y 
re c e ive d  a s e xc e lle nt; the  o the r 6 re sp o nse  c a te g o rise d  the  a ud it 
a s g o o d . The re  we re  no  re sp o nse s tha t fe ll in to  the fa ir, p o o r o r 
ve ry p o o r c a te g o rie s. 

De rb y C ity C o unc il - C usto m e r Sa tisfa c tio n Surve y Re sults b e twe e n 1st No ve rm b ve r 2011 a nd  29th 
Fe b rua ry 2012
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3 Aud it Pe rfo rm a nc e  (C o nt.) 

Aud it Pla n C o m p le te d   
This p e rfo rm a nc e  m e a sure  is c a lc ula te d  b y d e te rm in ing  
the  c o m p le te ne ss o f e a c h a ud it a ssig nm e nt inc lud e d  in  
the  re vise d  Annua l Aud it Pla n. Ea c h m o nth e a c h a ud ito r 
is a ske d  to  p ro vid e  a n e stim a te  o f the ir p ro g re ss on a ll o f 
the ir a ud it a ssig nm e nts. A fixe d  p e rc e nta g e  is a p p lie d  to  
tho se  a ssig nm e nts tha t ha ve  p ro g re sse d  b e yo nd  the  
fie ld wo rk sta g e . Sp e c ific a lly,  the  fo llo wing  p e rc enta g e s 
a re  a p p lie d : 

• Fie ld wo rk C o m p le te  = 80% 

• Re vie we d  = 90%, 

• Dra ft Re p o rt Issue d  = 95%. 

Ea c h a ud it a ssig nm e nt is we ig hte d  in  a c c o rd a nc e  with  
the  num b e r o f d a ys a llo c a te d . The  ta rg e t p la n 
c o m p le tio n a t the  ye a r-e nd is 91%. The  c ha rt o p p o site  
sho ws o ur Se rvic e  De live ry p e rfo rm a nc e  a fte r 9 m o nths o f 
the  Aud it Pla n. 

The  ta b le  b e lo w sho ws the  a m o unt o f d a ys d e live re d  in  9 
m o nths to  e a c h De p a rtm e nt a g a inst the  Re vise d  Annual 
Pla n. 

De p a rtm e nt 

Re vise d  
Annua l 

Pla n 
Da ys 

Da ys 
De live re d  

Afte r 9 
Mo nths 

C hie f Exe c utive s 130.00 88.50 

C hild re n & Yo ung  Pe o p le  127.00 79.50 

Re so urc e s 815.25 615.25 

Ne ig hb o urho o d s 221.50 144.50 

Ad ults, Ho using  & He a lth  133.00 121.50 

Sc ho o ls 92.75 66.50 

To ta l 1519.50 1115.75  

 

 

De rb y C ity C o unc il - Re vise d  Aud it Pla n - Pe rc e nta g e  C o m p le te  in  Jo b s De live re d  a fte r 9 Mo nths
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4 Re c o m m e nd a tio n Tra c king  

Fo llo w-up  Pro c e ss Im p le m e nta tio n Sta tus  
In te rna l Aud it ha s se nt e m a ils, a uto m a tic a lly g e ne ra te d  b y o ur 
re c o m m e nd a tio ns d a ta b a se , to  o ffic e rs re sp o nsib le  fo r a c tio n 
whe re  the ir re c o m m e nd a tio ns’ a c tio n d a te s ha ve  b e e n 
e xc e e d e d . We  will re q ue st a n up d a te  o n e a c h re c o m m end a tio n’s 
im p le m e nta tio n sta tus, whic h will b e  fe d  b a c k in to  the  d a ta b a se , 
a lo ng  with  a ny re vise d  im p le m e nta tio n d a te s. 

Prio r to  the  Aud it & Ac c o unts C o m m itte e  m e e ting  we  ha ve  
p ro vid e d  C hie f O ffic e rs with  d e ta ils o f e a c h o f the 
re c o m m e nd a tio ns m a d e  to  the ir d e p a rtm e nts whic h ha ve  ye t to  
b e  im p le m e nte d . This is in te nd e d  to  g ive  the m  a n o pp o rtun ity to  
p ro vid e  Aud it with  a n up d a te  p o sitio n. 

Ea c h re c o m m e nd a tio n m a d e  b y In te rna l Aud it will b e  a ssig ne d  
o ne  o f the  fo llo wing  “Ac tio n Sta tus” c a te g o rie s a s a  re sult o f o ur 
a tte m p ts to  fo llo w-up  m a na g e m e nt’s p ro g re ss in  the  
im p le m e nta tio n o f a g re e d  a c tio ns. The  fo llo wing  e xpla na tio ns a re  
p ro vid e d  in  re sp e c t o f e a c h “Ac tio n Sta tus” c a te g o ry: 

• Bla nk = Aud it ha ve  b e e n una b le  to  a sc e rta in  a ny p ro g re ss 
in fo rm a tio n fro m  the  re sp o nsib le  o ffic e r. 

• Im p le m e nte d  = Aud it ha s re c e ive d  a ssura nc e s tha t the  
a g re e d  a c tio ns ha ve  b e e n im p le m e nte d . 

• Sup e rse d e d  = Aud it ha s re c e ive d  in fo rm a tio n a b o ut 
c ha ng e s to  the  syste m  o r p ro c e sse s tha t m e a ns tha t the  
o rig ina l we a kne sse s no  lo ng e r e xist. 

• Be ing  Im p le m e nte d  = Ma na g e m e nt is still c o m m itte d  to  
und e rta king  the  a g re e d  a c tio ns, b ut the y ha ve  ye t to  b e  
c o m p le te d . (Th is c a te g o ry sho uld  re sult in  a  re vised  a c tio n 
d a te ) 

• No t Im p le m e nte d  = Ma na g e m e nt ha s d e c id e d , o n 
re fle c tio n , no t to  im p le m e nt the  a g re e d  a c tio ns. 

 

Re p o rts to  C o m m itte e  a re  in te nd e d  to  p ro vid e  m e m b e rs with  a n o ve rvie w o f the  c urre nt im p le m e nta tio n  sta tus o f a ll 
a g re e d  a c tio ns to  a d d re ss the  c o ntro l we a kne sse s h ig h lig hte d  b y a ud it re c o m m e nd a tio ns m a d e  b e twe e n 1st 
De c e m b e r 2010 a nd  30th No ve m b e r 2011. 

De rb y C ity C o unc il - Im p le m e nta tio n Sta tus o f Re c o mm e nd a tio ns m a d e  b e twe e n 1st De c  2010 a nd  30 No v 2011
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The re  a re  no  lo ng e r a ny o utsta nd ing  re c o m m e nd a tio ns fro m  the  p e rio d  1 Se p te m b e r 2009 to  30 No ve m b e r 2010. We  
ha ve  no t inc lud e d  the  re c o m m e nd a tio ns m a d e  in  a ud it re p orts issue d  sinc e  1 De c e m b e r 2011. This is to  a llo w tim e  fo r 
re c o m m e nd a tio ns to  ha ve  re a c he d  the ir a g re e d  im p le me nta tio n d a te s. 
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4 Re c o m m e nd a tio n Tra c king  (C o nt.) 

Re c o m m e nd a tio ns No t Ye t Im p le m e nte d  Im p le m e nta tio n Slip p a g e  De ta ils 
The  Te rm s o f Re fe re nc e  o f the  Aud it & Ac c o unts C o m mitte e  re q uire s tha t it c o nsid e rs a  
re p o rt fro m  in te rna l a ud it o n a g re e d  re c o m m e nd a tio ns no t im p le m e nte d  with in  a  
re a so na b le  tim e sc a le . Ac c o rd ing ly, the  fo llo wing  c ha rt p ro vid e s a  sum m a ry, b y 
De p a rtm e nt, o f tho se  re c o m m e nd a tio ns no t ye t im p le me nte d . 

De rb y C ity C o unc il - Re c o m m e nd a tio ns No t Ye t Im p le me nte d  fro m  p e rio d  1st De c e m b e r 2010 to 
30 No ve m b e r 2011
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Furthe r d e ta ils o f e a c h ind ivid ua l re c o m m e nd a tio n are  a lso  p ro vid e d  fo r m e m b e rs to  
d e te rm ine  whe the r the y c o nsid e r furthe r a c tio ns a re  re q uire d  to  se c ure  im p le m e nta tio n o r 
whe the r o ffic e rs sho uld  b e  re q uire d  to  p ro vid e  the  c o m m itte e  with  m o re  d e ta ile d  
e xp la na tio ns o f the  a c tio n sta tus. 

C hild re n & Yo ung  Pe o p le  

Exte rna l Pla c e m e nts 

C o ntro l Issue - The  C o unc il d id  no t ha ve  a  fo rm a l p o lic y in  p la ce  tha t e xp la ine d  ho w 
Ed uc a tio n a nd  He a lth  fund ing  c o ntrib u tio ns we re  d e te rm ine d  fo r e xte rna l p la c e m e nts. 
Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - No ne 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Date  No ne  

Re so urc e s 

 De b to rs 2010-11 

C o ntro l Issue - Re vise d  d e b t c o lle c tio n p ro c e d ure s ha d  no t b e e n fo rm a lly a p p ro ve d  
a nd  im p le m e nte d . Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - Wo rking  g ro up  to  b e  e sta b lishe d  to  p ro d uc e  p o licy, Up d a te  fro m  
C o ntro ls Bo a rd  27 Ja n 2012 Sund ry De b t Po lic y. 

C o re  p o lic y writte n ho we ve r d iffic u ltie s in  m ee ting  Ma rc h tim e sc a le .  Tie s in to  C o rp o ra te  
De b t Po lic y. Up d a te  o n C o rp o ra te  De b t Po lic y Diffic ultie s in  m e e ting  fu ll o b je c tive  b y 
Ma rc h, the re fo re  re q uire m e nts fo r in itia l m a p p ing  a c tio n to  b e  inve stig a te d  a nd  
b ro ug ht to  the  ne xt m e e ting . 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Date  1 Jun 2012 
 



Aud it & Ac c o unts C o m m itte e : 29th Ma rc h 2012 

De rb y C ity C o unc il – In te rna l Aud it Pro g re ss Re p o rt 
 

C M 

A P  c e ntra l m id la nd s a ud it p a rtne rsh ip  Pa g e  11 o f 15 
 

 

4 Re c o m m e nd a tio n Tra c king  (C o nt.) 

Im p le m e nta tio n Slip p a g e  De ta ils (C o nt.)  
Re so urc e s (C o nt.) 

Ho using  & C o unc il Ta x Be ne fits 2010-11 

C o ntro l Issue - We  fo und  tha t p re p a ym e nt q ua lity c he c ks ha d  no t b e e n und e rta ke n a t 
the  10% le ve l a s a g re e d  in  the  Sub sid y Ac tio n Pla n. Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - 9 Fe b  2012 Up d a te  - Fo llo wing  the  re struc ture  in Ja n 2012, two  Q ua lity 
C he c ke rs we re  a p p o inte d ; the ir ro le  in the  c he c king  re g im e  is c urre ntly b e ing  
d e ve lo p e d . 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Date  30 Ap r 2012 

C o ntro l Issue - We  fo und  tha t p re p a ym e nt q ua lity c he c ks ha d  no t b e e n und e rta ke n a t 
the  10% le ve l a s a g re e d  in  the  Sub sid y Ac tio n Pla n. Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - 9 Fe b  2012 Up d a te  - Fo llo wing  the  re struc ture  in Ja n 2012 the  q ua lity 
c he c king  re g im e  is no w b e ing  d e ve lo p e d  furthe r; in  a d d itio n the  Q ua lity Da ta b a se  ha s 
b e e n p ro c ure d  a nd  will b e  ro lle d  o ut whe n se t-up  p ro c e d ure s ha ve  b e e n c o m p le te d . 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Date  30 Ap r 2012 

 

 

 

 

Ma in Ac c o unting  Syste m  2010-11 

C o ntro l Issue - Bud g e t ho ld e rs we re  o ve r re lia nt o n the  fina nc e  te a m s fo r p ro d uc tio n o f 
the ir b ud g e t re p o rt, suc h tha t the y we re  no t a b le  to  q ue ry the  syste m  fo r b ud g e t 
re p o rts ind e p e nd e ntly a nd  ro utine ly. Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - Up d a te  3 Fe b  2012 -The  d e ta ile d  tra in ing  p ro g ra m m e  ha s te m p o ra rily 
b e e n d e fe rre d  whilst Ac c o unta nc y a re  wa iting  fo r the  in tro d uc tio n o f the  O ra c le  
Busine ss In te llig e nc e  Syste m  whic h is c urre ntly in  p ro c ure m e nt.  Th is so ftwa re  is d e sig ne d  
to  sup p o rt the  C o unc il’s se lf se rvic e  m o d e l a nd  will e na b le  b ud g e t m a na g e rs to  run 
re p o rts witho ut the  sup p o rt o f a c c o unta nc y sta ff.  In  the  sho rt te rm , a c c o unta nc y will 
c o ntinue  to  wo rk c lo se ly with  b ud g e t m a na g e rs to  d eve lo p  le ss re lia nc e  o n the  se rvic e  
with  p a rtic u la r e m p ha sis o n the  ne e d  to  m o nito r b udg e ts line  b y line . Lo ng e r te rm , the  
d e ta ile d  tra in ing  p ro g ra m m e  will b e  c a rrie d  o ut fo llo wing  the  in tro d uc tio n o f the  O ra c le  
Busine ss In te llig e nc e  Syste m  whic h is c urre ntly in  p ro c ure m e nt 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Date  30 No v 2012 

C o ntro l Issue - Bud g e ts we re  no t b e ing  re vie we d  o n a  line  b y line  b a sis re sulting  in  la rg e  
va ria nc e s b e twe e n a c tua l sp e nd  a nd  the  b ud g e t p ro visio n Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - Up d a te  3 Fe b  2012 -The  d e ta ile d  tra in ing  p ro g ra m m e  ha s te m p o ra rily 
b e e n d e fe rre d  whilst Ac c o unta nc y a re  wa iting  fo r the  in tro d uc tio n o f the  O ra c le  
Busine ss In te llig e nc e  Syste m  whic h is c urre ntly in  p ro c ure m e nt.  Th is so ftwa re  is d e sig ne d  
to  sup p o rt the  C o unc il’s se lf se rvic e  m o d e l a nd  will e na b le  b ud g e t m a na g e rs to  run 
re p o rts witho ut the  sup p o rt o f a c c o unta nc y sta ff.  In  the  sho rt te rm , a c c o unta nc y will 
c o ntinue  to  wo rk c lo se ly with  b ud g e t m a na g e rs to  d eve lo p  le ss re lia nc e  o n the  se rvic e  
with  p a rtic u la r e m p ha sis o n the  ne e d  to  m o nito r b udg e ts line  b y line . Lo ng e r te rm , the  
d e ta ile d  tra in ing  p ro g ra m m e  will b e  c a rrie d  o ut fo llo wing  the  in tro d uc tio n o f the  O ra c le  
Busine ss In te llig e nc e  Syste m  whic h is c urre ntly in  p ro c ure m e nt 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Da te  31 Ma r 2012 
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4 Re c o m m e nd a tio n Tra c king  (C o nt.) 

Im p le m e nta tio n Slip p a g e  De ta ils (C o nt.)  
Re so urc e s (C o nt.) 

Ne two rk Se c urity – Pa sswo rd  Aud it 

C o ntro l Issue - The re  wa s no  up -to -d a te  re c o rd  o f whic h d o m a in ac c o unts we re  se rvic e  
a c c o unts, a nd  the re  wa s no  g ro up  p o lic y in  p la c e  to d e ny in te ra c tive  lo g o n fo r suc h 
a c c o unts. Suc h a c c o unts a re  p rim e  ta rg e ts fo r a tta ck d ue  to  the  fa c t the y a re  e xe m p t 
fro m  p a sswo rd  e xp iry, a nd  the  fa c t the  p a sswo rd  g e ts c a c he d  o n se rve rs a nd  
wo rksta tio ns. Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - No ne 

O rig ina l Ac tio n Da te   1 De c  2011 Re vise d  Ac tio n Da te  31 Ma r  2012 

C o ntro l Issue - 1169 d o m a in a c c o unts we re  fo und  to  b e  e xe m p t from  the  d o m a in 
p a sswo rd  p o lic y a ro und  p a sswo rd  e xp iry. The re fo re  suc h a c c o unts c o uld  p o te ntia lly 
re m a in unc ha ng e d  o ve r a  num b e r o f ye a rs. Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - A ne w AD ha s b e e n d e sig ne d , with  the  e xe m p tio ns to  b e  inc lud e d  in  
the  re m e d ia tio n wo rk. 

O rig ina l Ac tio n Da te   1 O c t 2011 Re vise d  Ac tio n Da te  31 Ma r 2012 

C o ntro l Issue - The re  we re  num e ro us a c c e ssib le  BKF a nd  BAK file s o p e nly a c c e ssib le  to  
the  d o m a in use r a nd  e ve ryo ne  g ro up s. The se  file s c ould  b e  re sto re d  to  o b ta in p a sswo rd  
ha she s whic h in  turn c o uld  b e  c ra c ke d  to  o b ta in  a d m in istra tive  p a sswo rd s a c ro ss the  
Ne two rk. Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - No ne 

O rig ina l Ac tio n Da te   1 De c  2011 Re vise d  Ac tio n Da te  31 Ma r 2012 

 

 

Ne two rk Se c urity – Pa sswo rd  Aud it 

C o ntro l Issue - The re  we re  num e ro us we a k p a sswo rd s a sso c ia te d  with  d o m a in  
a d m in istra to r a c c o unts, lo c a l wind o ws a d m in istra to r a c c o unts, a nd  SQ L Se rve r 
a uthe ntic a tio n a c c o unts. We a k p a sswo rd s a sso c ia te d  with  d o m a in a d m in istra to r 
a c c o unts c o uld  p ro vid e  ina p p ro p ria te  a c c e ss to  e ve ry re so urc e  with in  the  De rb yAD 
d o m a in. We a k p a sswo rd s a sso c ia te d  with  loc a l a d m in istra to r a c c o unts g ra nt a c c e ss to  
a ny se nsitive  d a ta  o n the  lo c a l m a c hine , a nd  c a n a lso  b e  use d  to  d um p  a nd  c ra c k 
d o m a in ha she s c a c he d  o n the  Se rve r. Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te -O nc e  the  c o rp o ra te  p a sswo rd  p o lic y ha s b e e n d e fine d  th is will b e  
a d o p te d  o n no n in te ra c tive  a c c o unts whe re  p o ssib le  

O rig ina l Ac tio n Da te   1 O c t 2011 Re vise d  Ac tio n Da te  31 De c  2011 

C o ntro l Issue - A c o rp o ra te  p a sswo rd  p o lic y ha d  no t b e e n d e fine d, d o c um e nte d  a nd  
im p le m e nte d  fo r a ll p a sswo rd s a nd  te c hno lo g ie s use d with in  the  C o unc il’s in fra struc ture  
a nd  a p p lic a tio ns. Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - A d ra ft ha s b e e n se nt o ut fo r c o nsulta tio n a nd  aud it fe e d b a c k. 

O rig ina l Ac tio n Da te   1 Ju l 2011 Re vise d  Ac tio n Da te  31 De c  2012 

C o ntro l Issue - Using  va rio us fre e ly a c c e ssib le  to o ls, the  p a sswo rd s fo r num e ro us d o m a in 
use r a c c o unts a nd  lo c a l a d m in istra to r a c c o unts we re visib le  in  p la in  te xt in  the  
c o m m e nts a nd  d e sc rip tio n fie ld s, le a ving  the m  vulnera b le  to  una utho rise d  d isc lo sure . 
Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - This ha s b e e n ra ise d  th is a s a n issue  with  Se rc o a nd  it ha s b e e n 
fo rb id d e n a s p ra c tic e . The  re m o va l o f e xisting  p a sswo rd s fro m  c o m m e nts fie ld  will b e  
c o nd uc te d  d uring  De c  2012. 

O rig ina l Ac tio n Da te   1 No v 2011 Re vise d  Ac tio n Da te  20 De c  2011 
 



Aud it & Ac c o unts C o m m itte e : 29th Ma rc h 2012 

De rb y C ity C o unc il – In te rna l Aud it Pro g re ss Re p o rt 
 

C M 

A P  c e ntra l m id la nd s a ud it p a rtne rsh ip  Pa g e  13 o f 15 
 

 

4 Re c o m m e nd a tio n Tra c king  (C o nt.) 

Im p le m e nta tio n Slip p a g e  De ta ils (C o nt.)  
Ne ig hb o urho o d s 

C hip sid e  – IT Syste m  Se c urity 

C o ntro l Issue - The re  wa s a  we a k p a sswo rd  a sso c ia te d  with  the  loc a l a d m in istra tive  
“Ad m in istra to r” a nd  “C a p ita ” a c c o unts. The re  we re  also  issue s with  the  lo c a l p a sswo rd  
a nd  a c c o unt m a na g e m e nt p o lic y o n the  Se rve r. Risk Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - Up d a te  22/ 7/ 11 - Awa iting  C hip sid e ’s re sp o nse  to th is b e ing  a c tio ne d  

Up d a te  15/ 11/ 2011 - Ne e d  to  instruc t Se rc o  to  m a ke  c ha ng e s to  the  p a sswo rd s a s 
re c o m m e nd e d  a b o ve  fro m  a ud it. 

O rig ina l Ac tio n Da te   31 Ma r 2011 Re vise d  Ac tio n Date  31 De c  2011 

 

Stre e t Lig hting  PFI 

C o ntro l Issue - Invo ic e  va lue s fo r the  re p la c e m e nt o f De rb y stree t lig hting  we re  no t 
b e ing  re c o nc ile d  to  the  Ind e p e nd e nt C e rtific a tio n re p o rt fro m  the  Ind e p e nd e nt 
C e rtifie r to  c o nfirm  tha t the  wo rk ha d  b e e n und e rta ke n to  a  sa tisfa c to ry sta nd a rd . Risk 
Ra ting – Mo d e ra te  Risk. 

Sta tus Up d a te - No ne 

O rig ina l Ac tio n Da te   31 De c  2011 Re vise d  Ac tio n Date  No ne  

 

 

 

To re x LMS IT Se c urity 

C o ntro l Issue - We  fo und  p re vio us ve rsio ns o f the  To re x syste m  re sid ing  o n the  two  
Te rm ina l Se rve rs a nd  p o te ntia lly unne e d e d  d e m o nstratio n d a ta b a se s o n the  SQ L 
Se rve r, b o th o f wh ic h p o se d  a  se c urity thre a t to  d ata  o n the  d a ta b a se . Risk Ra ting – 
Mo d e ra te  Risk. 

Sta tus Up d a te - Up d a te  30 Ja n 2012 - XN ha ve  a g re e d  to  VPN o nto  the  se rve r a nd  
re m o ve  unne c e ssa ry d a ta b a se s. Em a ile d  XN 27 Ja n 2012 to  a g re e  a  d a te . 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Date  29 Fe b  2012 

C o ntro l Issue - We  fo und  tha t 9 d a ta b a se  o n the  DC C -Trxsq l01 Se rve r ha d  the  g ue st 
a c c o unt e na b le d .  This c o uld  a llo w a  c o m p ro m ise d  SQL a c c o unt to  a c c e ss the  d a ta  in  
the  d a ta b a se s. Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - Up d a te  30 Ja n 2012 - Em a ile d  XN 19 Ja n 2012 to  co nfirm  whe the r G ue st 
a c c o unts re q uire d . XN ha ve  a g re e d  tha t the y will d ia l in  a nd  c le a n up  the  d a ta b a se s 
(se e  ite m  7). Re -e m a ile d  27 Ja n 2012 to  c la rify whethe r th is will inc lud e  the  G ue st 
a c c o unts. 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Date  29 Fe b  2012 

C o ntro l Issue - Due  to  NTFS p e rm issio ns, the  file  sha re s o n the  DC C -To re xts01 a nd  DC C -
to re xts02 se rve rs we re  a c c e ssib le  to  the  d o m a in users g ro up , a nd  thus to  a ro und  6500 
use rs. This g a ve  us c o m p le te  c o ntro l o ve r a ll the  da ta  sto re d  o n the se  sha re s. Risk Ra ting 
– Mo d e ra te  Risk. 

Sta tus Up d a te - Up d a te  30 Ja n 2012 - Sha re s to  b e  re stric te d  to  Le isure  use rs o n ly. 
C urre ntly inve stig a ting  e xisting  Le isure  se c urity gro up s, if no  su ita b le  g ro up s e xist, we  will 
c re a te  a  ne w o ne  with  Se rc o . 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Date  29 Fe b  2012 
 



Aud it & Ac c o unts C o m m itte e : 29th Ma rc h 2012 

De rb y C ity C o unc il – In te rna l Aud it Pro g re ss Re p o rt 
 

C M 

A P  c e ntra l m id la nd s a ud it p a rtne rsh ip  Pa g e  14 o f 15 
 

4 Re c o m m e nd a tio n Tra c king  (C o nt.) 

Im p le m e nta tio n Slip p a g e  De ta ils (C o nt.)  
Ne ig hb o urho o d s (C o nt.) 

To re x LMS IT Se c urity 

C o ntro l Issue - Ne w use r a c c o unts a nd  a c c o unts whe re  a  p a sswo rd  re se t wa s 
re q ue ste d , we re  le ft witho ut a  p a sswo rd  until the  use r ne xt lo g g e d  in , a llo wing  a nyb o d y 
to  lo g  in to  tha t a c c o unt witho ut ne e d ing  to  e nte r the  c o rre c t p a sswo rd .  Risk Ra ting – 
Mo d e ra te  Risk. 

Sta tus Up d a te -Up d a te  30 Ja n 2012 - The se  will b e  c o m p le te d  b y end  o f Fe b rua ry. 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Date  29 Fe b  2012 

C o ntro l Issue - The re  we re  use r a c c o unts with in  the  use r p o o l tha t ha d  a c c e ss le ve ls a nd  
p rivile g e s tha t e xc e e d  wha t wa s re q uire d  to  c o m p le te  the ir jo b .  This wa s d ue  to  a  
re c e nt sta ff re struc ture  thro ug ho ut the  le isure  c e ntre s. Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - Up d a te  30 Ja n 2012 - The se  will b e  c o m p le te d  b y e nd  o f Fe b rua ry. 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Date  29 Fe b  2012 

C o ntro l Issue - The re  we re  14 m e m b e rs o f the  SysAd m in ro le  whic h is e xc e ssive .  The re  
we re  a lso  2 Do m a in g ro up s a ssig ne d  to  the  SysAd m in ro le  whic h g ra nte d  m e m b e rship  
to  a  furthe r 128 use rs.  Risk Ra ting – Lo w Risk. 

Sta tus Up d a te -Up d a te  30/ 01/ 2012 - XN a c c o unts o n ly ne e d  to  b e  ‘d a ta b a se  o wne rs’ 
no t m e m b e rs o f the  SysAd m in g ro up . Re m a in ing  a c c o unts will the n ne e d  re vie wing  with  
Se rc o . 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Da te  31 Ma r 2012 
 

 

To re x LMS IT Se c urity 

C o ntro l Issue - The  To re x Le isure  Ma na g e m e nt Syste m  d id  no t a utom a tic a lly c o nd uc t a  
c o ntro lle d  lo g  o ff fro m  the  syste m  a fte r a  p e rio d  of ina c tivity a nd  p a sswo rd  p ro te c te d  
sc re e n sa ve rs whe re  no t use d  b y the  c o m p ute rs running  the  TLMS. Risk Ra ting – Lo w 
Risk. 

Sta tus Up d a te - Up d a te  30 Ja n 2012 - the se  will b e  c o m p le te d  b y e nd  o f Fe b rua ry. 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Date  29 Fe b  2012 

C o ntro l Issue - The re  we re  a  to ta l o f 12 a c c o unts a c ro ss the  3 To re x Se rve rs tha t ha d  
no n-e xp iring  p a sswo rd s.  Se ve ra l d o m a in a c c o unts tha t c o uld  a c c e ss the se  se rve rs a lso  
lo o ke d  like  the y ha d  the ir p a sswo rd  sho wn in  p la in  te xt in  a  d e sc rip tio n b o x. Risk Ra ting 
– Mo d e ra te  Risk. 

Sta tus Up d a te - Up d a te  30 Ja n 2012 - XN c o nfirm e d  19 Ja n 2012 tha t the ir a d m in 
a c c o unts c a n b e  se t to  e xp ire , o r e ve n b e  d isa b le d . Em a ile d  XN 27 Ja n 2012 to  c la rify 
wh ic h o f the  liste d  a c c o unts the y c la ss a s the irs. Re m a in ing  a c c o unts will the n ne e d  
re vie wing  with  Se rc o . 

O rig ina l Ac tio n Da te   30 Se p  2011 Re vise d  Ac tio n Da te  31 Ma r 2012 
 

 

 



Aud it & Ac c o unts C o m m itte e : 29th Ma rc h 2012 

De rb y C ity C o unc il – In te rna l Aud it Pro g re ss Re p o rt 
 

C M 

A P  c e ntra l m id la nd s a ud it p a rtne rsh ip  Pa g e  15 o f 15 
 

 

4 Re c o m m e nd a tio n Tra c king  (C o nt.) 

Im p le m e nta tio n Slip p a g e  De ta ils (C o nt.)  
Ad ults, Ho using  & He a lth  

Ho using  Allo c a tio ns 

C o ntro l Issue - The  Ho using  Allo c a tio ns Po lic y was b e ing  up d a te d : Pro c e d ure s we re  
a g e d  a nd  re q uire d  re vie w, whic h wa s d e p e nd e nt o n the  p o lic y up d a te .  Altho ug h the  
Ab rita s syste m  wa s fit fo r p urp o se  a t the  tim e  o f aud it, a  c ha ng e  in  the  p o lic y wo uld  
m e a n a m e nd m e nts wo uld  b e  re q uire d  to  the  so ftwa re . Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - No th ing  m o re  will b e  d o ne  o n the  a llo c a tio ns p o lic y inc lud ing  c ha ng e s 
in  p ro c e d ure s until we  ha ve  the  ne w so ftwa re  e a rly ne xt ye a r. A no te  o f c a utio n is tha t 
we  m a y we ll d e la y c ha ng e s a nd  p ro c e d ure s d ue  to  the p e nd ing  Lo c a lism  a g e nd a  d ue  
ne xt Ap ril. 

O rig ina l Ac tio n Da te   31 Ma r 2011 Re vise d  Ac tio n Da te  1 Ap r 2012 

C o ntro l Issue - Elig ib ility c he c ks we re  no t und e rta ke n fo r a ll ap p lic a nts a nd  re c o rd s o f 
the  c he c ks und e rta ke n we re  no t c o nsiste ntly m a inta ine d . Risk Ra ting – Lo w Risk. 

Sta tus Up d a te - No th ing  m o re  will b e  d o ne  o n the  a llo c a tio ns p o lic y inc lud ing  c ha ng e s 
in  p ro c e d ure s until we  ha ve  the  ne w so ftwa re  e a rly ne xt ye a r. A no te  o f c a utio n is tha t 
we  m a y we ll d e la y c ha ng e s a nd  p ro c e d ure s d ue  to  the p e nd ing  Lo c a lism  a g e nd a  d ue  
ne xt Ap ril. 

O rig ina l Ac tio n Da te   31 Ju l 2011 Re vise d  Ac tio n Date  1 Ap r 2012 
 

 

 

 

 


