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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

1 Summary

Role of Internal Audit Control Assurance Definitions

The Internal Audit Service forDerby City Counisinow provided by the CentralMidlands AuditSummaries ofallauditreportsare to be reporteddtdit & Accounts Committee together
Partnership (CMAP). The Partnership operateadacordance with standardsofbest practice with the managementresponsesaspartofinterallit’s reportsto Committee on progress

applcable to Internal Audit (in particular, the RHA Code of Practice forinternal Audit in made against the Audit Plan. Alaudit reviews wiintain an overallopinion based on the
localGovernmentin the UK2006). CMAP alasddheresto the Internal Audit Terms of adequacyofthe levelofinternalcontrolin existee atthe time ofthe audit. Thiswilbe
Reference. graded asether:

The role ofinternalauditisto provide independearssurance thatthe organisation’s risk . None-We are notable to offerany assurance. The ameaiewed were found to
management,governance and internalcoldrocesses are operating effectively. be inadequately controlled. Risks were not beinglwmeanaged and systems

required the introduction orimprovement ofintetcantrols to ennsure the
achievementofobjectives.

Recommendatlon Rankmg . Limited - We are able to offerlimited assurance in redatto the areasreviewed

and the controlsfound to be in place. Some kekgrgere not wellmanaged and
To help managementschedule theirefforts to impdarhourrecommendations ortheir systems required the introduction orimpement ofinternalcontrols to ensure the
alternative solutions, we have risk assessed eaammtrolweakness identified in ouraudits. For achievementofobjectives.

eachrecommendation a udgmentwasmade on théhtked ofthe risk occurring and the
potentialimpactifthe risk wasto occurofn thatrisk assessmenteachrecommendation has
been given one ofthe following ratings:

. Reasonable We are able to offerreasonable assurance ag mfdee areas
reviewed were found to be adequately controlled n@ e lly risks were well
managed, but some systemsrequired theodhuction orimprovement ofinternal

e  Criticalrisk. controlsto ensure the achievement ofobjectives. .
e  Significant risk. e Comprehensive We are able to offercomprehensive assurancéthasreas
) reviewed were found to be adequately controllede inalcontrols were in place
* Moderate risk and operating effectively and risks against the @vbment ofobjectives were well

. Low risk. managed.

These ratings provide managers with an indicatidbthe importance ofrecommendationsasThls report rating wilbe detemined by the numdcontrolweaknesses identified in

perceived by Audit; they do not form part of thekimanagement process; nordo theyreﬂecrtelation to those examined, weighted by the sigaifice ofthe risks. Any audits thatreceive

the timeframe within which these recommendationsde addressed. These mattersare stilfé Noneittorl_lmlfdd;ssurance assesr?mentwﬂlbelkygted to the Audit & Accounts
formanagementto determine. ommittee in AUdls progressrepors.
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

2 Audit Coverage

Audit Assignme nts Audit Days

Between #November2011l and ZFebruary 2012, Internal Audit hascompleted 12 & mdsignments for Between #November2011l and 2February 2012, InternalAudit has
Derby City Councilaswellascompleting 24 SchednancialVValue Standard reviewsand 11 audit spenta totalof501 dayson audit reviews withimrPy City Council. The
assignments forotherorganisations. The folow@barnprovidesa summary ofthe controlassurance we have time spentin each Deparmentcan be broken dowfolosvs:
provided on each assignment by Department.

Derby City Council-Days Spentin each Deparment
Derhby City Council- LevelofControlAssurance @seed to those Audits Completed between 1st Novem20d1 and 29th FebruaB012 between 1st November2011 and 29th February 2012

53.75 (11%) 45.00 (9%)

42.50 (8%)

51.75 (10%)

BNone
Blmited
OReasonable

~

BComprehensive

ONot Applicable 47.50 (9%)

w

NumberofAudits

ChiefExecutives Chidren & Young People Resources g¥biouthoods Adutts, Housing & Heatth 260.50 (52%)
Departments

HChief Executives

Asa generalpolcy,allauditsleading to a ratofy‘Lmited” “None” wilbe broughtto the Comntiée’s OChidren & Young People

specific attention. In the period, there have beleaudits which have rated the overallcontrolie th BMResources

areal/service underreview as Limited. BNeighbourhoods
O Adults, Housing & He a lth
B Schools

C
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

2 Audit Coverage (Cont.)

of Completed Audit Assignme nts

OverallControl

Assurance Rating B
Critical

Summa

Recommendation Risk Ratings

Sig nific a nt Moderate Low

Job Name Risk Risk Risk Risk

Chie f Exe cutive's Office
MaiboxAccess N/A 0 0 0 0
Market Re nt N/A 0 0 0 0
Children &Young People
Resources
EmaiOperations Health Check Reasonable 0 1 0 1
Payroll2010-11 Limite d 0 1 6 3
;%ig_tlirs Pension Return TR17 Reasonable o 0 0 0
Registrars - Income Comprehensive 0 0 0 1
Cash Office Limite d 0 5 1 5
Payroll Compromise Agreeme nt Limite d 0 0 0 0
Neighbourhoods
Adults, He alth & Housing
Supporting People Comprehensive 0 0 0 3
Personalisation Limite d 0 0 5 4
Derby Women's Centre N/A 0 0 0 2
Elérﬁcé’lljolt;r\?/g:tmamlng Diffic ultie s Comprehensive 0 0 0 0

Total Recommendations Mad¢ 0 7 12 19

Members' attention should be specifically drawnthe “Limited” assurance ratings given to
the Payroll2010-11, Cash Office and PayrolCommise Agreement assignme nts.

et Detais of Compleed Audit Assignme nts

Introduction

The following summarises the internalaudit workrapleted in the period fromsti
November2011to 29February 2012 and seeks to highlight issue s widommittee may
wish to review in more detailatthe next meeting.

Chief Executive s
Maibox Access

We were asked to investigate how an offcerhad assed a sensitive meeting reque st
thathad been sentto hermanager. Alackofcosieduevidence meantthatwe could
notprovide a definitive explanation of how thisthaccurred.

Market Rent

A marketstallholderalleged thatshe had mademamtsto a formerCouncilofficerthat
had notbeen posted to heraccount. The matterrefesred to the Police and they
concluded thatthey wouldn'tbe proceeding with mge cution due to insufficie nt
evidence to ‘prove beyond allreasonable doubt’

Resources
EmaiOperations Health Check

Thisaudit focused on corporate policy and procexkuaround access controlto shared
maiboxes, maiboxretention, users with ‘'send psVieges, and auto-forwarding rules.
From the 16 key controls evaluated in this @ueview, sik were considered to provide
adequate controland 10 contained weakne.sBeth controlissuesraised in thisreport
were accepted and positive action wasagreed toraskdthe recommendationsby 1
April2012.

Teachers Pension Return TR17 2010-11

The Chief Finance Officerisrequired to certifyaththe entries made in Part Bofthe annual
TR17 Teachers’ Pensions Return are correctly adlted and paid. Part Bofthe return isin
respectofteacherswhose salary payments are aistenied otherthan directly through
the LA payrol. Through undertaking a series oft&g sve provide assurance thatthe entries
on the return accurately reflectthe deductions rraachd re mitted. Underthe Councils
managed auditarangements, External Audit was @blplace totalreliance ourwork.
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

2 Audit Coverage (Cont.)

Further Details of Completed Audit Assignme nts

Resources (cont.)

Payroll2010-11

Thisauditfocused on honoraria payments, variagdibcmmpay and the approvalsrequired to
supportthese, exception reportsproducetiachecked by Payrolland the system which
allows Heads of Service accessto HRdatantanage their staff. We also reviewed the
issues arising from the PayrollErrorfie bruary 2011 and commented on the control
improvementsimplemented since thattime. From Bekey controls evaluated in thisaudit
review, 20 were considered to provide adequate ecdatnd 10 contained weaknesses. A
significant risk wa s identified in that Payrolleaantered difficultiesin locating allthe
information to support Audit'ssample of payransaction within a prescribed timeframe.
Consequently, t wasnotpossible to verify alieactions selected from the different types
ofpayrollalowancesand deductions. Al 10the controlissues raised within thisreport
were accepted by managementand positive acticespectofallofthe
recommendations wilbe compledeby the end of April2012.

Registrars —Income

Thisauditfocused onincome colected andnkimg undertaken by Registration Services
and how thisissecured. We also examined the pssing oflicencesforapproved venues.
From the 26 key controls evaluated in this aueview, 25 were considered to provide
adequate controland only one contained a weeds. The single controlissue raised within
thisreport wasaccepted by managementand a rddsetion proposed by the Head of
Service inrespect ofthe recommendation and wampleted in January 2012.

Cash Office

Having been alerted to an alleged cash discrepamd¢grnalauditcarried outa review of
the cashiering controls. As a result of this woaknumberofrecommendations were made
to improve the security of cash within the cashiceff All11 ofthe controlissuesraised
within our systems weaknessesreport were acce @ted positive action had already been
taken to implement 10 ofthe recommendations. Ndimcwasto be taken on one
recommendation due to the introduction of the pedlfy kio sks.

PayrollCompromise Agreement

Whilst undertaking the 2010/11 Payrollaudiydit testing found thatan unsupported
paymenthad been made to anemployee in advandbeo€ompromise Agre e ment.
Additionalwork wasundertaken in thisarea and éndingsand conclusion were
presented to managementforconsideration. Managete@ewn investigation hasbeen
completed and recommendationsare being implemented

Adults, Health & Housing

Supporting People

Thisaudit focused on the Supporting Peopystems and procedures, with sampling from
2011/12 transactionsrom the 30 key controls evaluated in this a uditieev, 27 were
considered to provide adequate controland onlgéhcontained weaknesses. Allthree of
the controlissuesraised within thisreportweaccepted and positive action wasagreed
to be taken. Two recommendations wecrempleted in January 2012, the final
recommendation wasagreed to be completed by the @fDecember2012.

Personalisation

Thisaudit focused onrecord managementahe authorisation and calculation process
forsetting personalised budgets. From the 18 kewptrols evaluated in this audit re view,
nine were considered to provide adequatentroland nine contained weaknesses. Al
nine ofthe controlissuesraised were accepted paditive actioninrespectofall
recommendationswasto be completed by the end aiftM 2012.

Derby Women's Centre

Internal Audit wasrequested to undertake an aofiberby Women’s Centre to verify the
accuracyand completeness ofthe monitoring re parbsmitted to the Council. We
considered ourfindingscastdoubt on the reiiytofthe monitoring reports submitted to
the Counciland the internalgovernance arr@ngents forensuring accountabilty for key
decisions. Ourreportidentified two issues whiclhmagement hasresolved to address.

Pl - Adults with Le arning Diffic ultie s in Employmetn

Internal Audit reviewed the accuracy and completsesnefthis LocalPerformance
Indicatorand found thatcontrols were adequate.

C
“? centralmidlands audit partnership

Page 6 of15



Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

3 Audit Performance

Customer Satisfaction

The Audit Section sendsouta customer satisfacsomwey with the
finalauditreportto obtain feedbackon the pemi@nce ofthe
auditorand on how the auditwasreceived. The esyreonsists of
11 questions which require grading from 1 to 5, wéhd is very
poorand 5isexcelent. The table opposite sumseasrthe
average score foreach category from the 21 respemsceived
between #November2011 and Z9February 2012. The average
score from the surveys was 50.38 out of 55. Theelstvscore
received from a survey was 43, while the highe ssvg&, which
wasachieved on 6 occasions.

The overallresponsesare graded as either:

. Excellent (scores 46 to 55)
. Good (scores 38 to 46)

. Fair (scores 29 to 37)

. Poor (scores 20 to 28)

. Very poor(scores 11 to 19)

Overall15 of 21 responsescategorised the auditise they
received asexcellent;the other6 response categathe audit
asgood. There were no responsesthat fellintoféhie pooror
very poorcategories.

Derby City Council- Customer Satisfaction Surveg/sRlts between 1st Novermbver 2011 and 29th
February 2012

Excelent=5
Good =4
Fair=3
Poor=2
Very Poor=1
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

3 Audit Performance (Cont.)

Audit Plan Completed

Thisperformance measure iscalculated by detemgini

the completenessofeach auditassignmentincluthe d

the revised AnnualAudit Plan. Each month each aadi

isasked to provide an estimate oftheirprogrersad of

theiraudit assignments. Afixed percentage is agpto Derby City Council- Revised Audit Plan - Perctage Complete in Jobs Delivered after 9 Months
those assignmentsthathave progressed beyond the

fieldwork stage. Specfificaly, the folowing peratages

are appled: 80.0%
74.2%
. Fieldwork Complete = 80%
0,
e Reviewed = 90%, 70.0%
. Draft Reportilssued = 95%.
. . . . . . 60.0% =
Each auditassignmentisweighted in accordancé wit
the numberofdaysalocated. The targetplan
completion atthe year-end 91%. The chart opposite 50.0% =
shows our Service Delvery performance after9 mondf 41.5%
the Audit Plan. 5%
40.0% 36.6%
The table below shows the amount ofdaysdelveired
monthsto each Deparmentagainstthe Revised Ahnua
Plan. 30.0%-|
Revised DERVS
Annual Delvered 20.0%
Plan After 9 00% 9.7%
. (] . 0,
Department Days Months 10.0%7 g1  6.1% 500% 5.8% 8.0% 5 @ 5% 410
Chidren & Young People 127.00 79.50 0.0%- ‘ ‘ ‘ ‘ ‘ ‘
Chief Executives Chidren & Young Resources Neighbourhoods Aduls, Housing & Schools Total
Resources 815.25 615.25 People He a th
Neighbourhoods 221.50 144.50 Deparments
Adults, Housing & He alth 133.00 121.50
W% JobsComplete 09 Months Target
Schools 92.75 66.50
Total 1519.50 1115.75
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking

Follow-up Process

Internal Audit has sentemalils, automatically geaterd by our
recommendations database, to officers re sponsie € tion
where theirrecommendations’action dates have been
exceeded. We wilrequestan update on each recomdadion’s
implementation status, which wilbe fed back intoe database,
along with any revised implementation dates.

Priorto the Audit & Accounts Committee meeting ave
provided Chief Officers with detais ofeach of the
recommendations made to theirdepartments whic hehgert to
be implemented. Thisisintended to give them ampopunity to
provide Audit with an update posiion.

Eachrecommendation made by Internal Audit wilassigne d
one ofthe following “Action Status” categoriesagesult ofour
attemptsto folow-up management'sprogressin the
implementation ofagreed actions. The folowing daxpations are
provided in respectofeach “Action Status” categor

. Blank = Audit have been unable to ascertain any progress
information from the responsible officer.

. Implemented= Audit hasreceived assurancesthatthe
agreed actionshave been implemented.

. Superseded Audit hasreceived information about
changesto the system orprocessesthat meanghieat
originalweaknesses no longer e xist.

. Being Implemented Managementis stilcommitted to
undertaking the agreed actions, butthey have gelie
completed. (Thiscategory should resultin a redisection
date)

e Notlmplemented= Managementhasdecided, on
reflection, notto implementthe agreed actions.

Implementation Status

Reportsto Committee are intended to provide menshath an overview ofthe currentimple mentation tts ofall
agreed actionsto addressthe controlwe akne ssgdidifited by auditrecommendationsmade betwegn 1
December2010 and 80November2011.

Derby City Council-Implementation Status of Recomendationsmade between 1st Dec 2010 and 30 No¢ 201

180

160 +

-
=
S

1204

B Critic al Risk

B Significant Risk
OModerate Risk
Blow Risk

-
=)
S

@
S

NumberofRecommendations Made
>
3

40

20

— —— 1

Implemented Superseded by events  Being implemented tge¥dng to be Due,butunable to Have notyetreached
implemented obtain progress theiragreed
information implementation dates

Recommendation Status

There are no longerany outstanding recommenda timms the period 1 September 2009 to 30 Nove mb el02@We
have notincluded the recommendations made in anegibrts issued since 1 December2011. Thisis to afiowe for
recommendationsto have reached theiragreed impletation dates.
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking (Cont.)

Recommendations Not Yet Implemented

The Terms of Reference ofthe Audit & Accounts Coittene requires thatitconsiders a
report from internalauditon agreed recommendagiont implemented within a
reasonable timescale. Accordingly, tielowing chart providesa summary, by
Deparment, ofthose recommendations not yet impdete d .

Derby City Council-Recommendations Not Yet Implemted from period 1st December 2010 to
30 November2011

Implementat@iippage Detalls

Chidren & Young People

ExternalPlacements

Controllssue- The Councildid not have a formalpolcy in plad¢hatexplained how
Education and Health funding contrbutions were e®riined forexternalplacements
Risk Rating— Low Risk.

Status Update None
31 Dec 2011

QOriginal Action Date Revised Action tea None

NumberofRecommendations

ChiefExecutives Chidren & Young People Resources gibiourhoods
Deparnment

Adults, Housing & Health

Furtherdetaisofeach individualrecommendatiore @lso provided formembers to

determine whetherthey considerfurtheracsa@re required to secure implementation or

whetherofficers should be required to provide themmittee with more detailed
explanations ofthe action status.

Resources

Debtors 2010-11

Controllssue- Revised debtcollection proceduread notbeen formaly approved
and implemente dRisk Rating— Low Risk.

Status Update Working group to be established to produce pylidpdate from
Controls Board 27 Jan 2012 Sundry Debt Policy.

Core policy written howe ver diffic ulties in meeting March timescale. Tesinto Corpora
Debt Policy. Update on Corporate Debt PolDificulties in meeting fullobjective by
March, therefore requirements forinitimlapping action to be investigated and
broughtto the next meeting.

QOriginal Action Date 31 Dec 2011 Revised Action tea 1 Jun 2012
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking (Cont.)

Implementation Slippage Details (Cont.)

Resources (Cont.)

Housing & Council Tax Be nefits 2010-11 Main Accounting System 2010-11
Controllssue- We found thatprepayment quality checkshad meen undertaken at Controllssue- Budget holders were overrelianton the fnaneemsforproduction of
the 10%levelasagreed in the Subsidy Action PRisk Rating— Moderate Risk. theirbudgetreport, such thatthey were not allgtiery the system forbudget

reportsindependently and routineBisk Rating— Low Risk.
Status Update 9 Feb 2012 Update - Following the restructurelann 2012, two Qua lity

Checkerswere appointed; theirroletime checking regime is currently being Status Update Update 3 Feb 2012 -The detailed training progra mmae te mpora rily

developed. been deferred whist Accountancy are wagtforthe introduction ofthe Oracle
Busine ss Inteligence System which iscurrentipimcurement. This software isdesigne(d

OriginalAction Date 31 Dec 2011 Revise d Action tBa 30 Apr2012 to supportthe Councilsselfservice modelandeviable budget managersto run

reports without the supportofaccountancgfét In the shortterm, accountancy wil
continue to work closely with budget managerstovdlp lessreliance on the serviceg
with particularemphasison the need to monitor geds ine by line. Longerterm, the
detaied training programme wilbe carried outidaling the introduction ofthe Oraclg
Busine ss Intelige nce System which iscurrentipimcure ment

Controllssue- We found thatprepaymentquality checks had meen undertaken at
the 10%levelasagreed in the Subsidy Action PRisk Rating— Low Risk

Status Update 9 Feb 2012 Update - Following the restructuredann 2012 the quallity
checking regime isnow being developed furthemaidition the Qualty Database has

been procured and wilbe rolled out when set-upgadures have been completed OrginalAction Date 31 Dec 2011 Revised Action t8a 30 Nov 2012

Controllssue- Budgets were notbeing reviewed on a line bg lmasis re sulting in large

Original Action Date 31 Dec 2011 Revised Action tea 30 Apr2012 . . ) ; ;
9 P variancesbetween actualspend and the budgetgooRisk Rating— Moderate Risk.

Status Update Update 3 Feb 2012 -The detailed training progra mmae te mpora rily
been deferred whist Accountancy are wagtforthe introduction ofthe Oracle
Business Inteligence System which is currentipimcure ment. This software isdesigned
to supportthe Councilsselfservice modelandewiable budget managersto run
repors without the support ofaccountancafét In the shortterm, accountancy wil
continue to work closely with budget managerstovdlp lessreliance on the service
with particularemphasison the need to monitorgeds line by line. lLongerterm, the
detaied training programme wilbe carried outidating the introduction ofthe Oraclg
Busine ss Intelige nce System which iscurrentipimcure ment

Original Action Date 31 Dec 2011 Revised Action Date 31 Mar 2012

C
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking (Cont.)

Implementation Slippage Details (Cont.)

Resources (Cont.) Network Se curity — Password Audit

Ne twork Se c urity — Password Aud it Controllssue- There were numerous weak passwords associatéddeimain
administratoraccounts, localwindows administraa@rcounts, and SQLServer
authentication accounts. Weak passwoadsociated with domain administrator
accountscould provide inappropriate accessto gwesource within the DerbyAD
domain. Weak passwords associated withddadministratoraccounts grantaccessfto
any sensitive data on the localmachine,and cap &k used to dump and crack
domain hashescached on the SenRisk Rating— Moderate Risk.

Controllssue- There wasno up-to-date record of which domadctaunts were service
accounts, and there wasno group policyin place émny interactive logon forsuch
accounts. Such accountsare prime targets for atthue to the factthey are exemp
from password expiry, and the factthe passwordsgetched on serversand

worksta tionsRisk Rating— Low Risk

Status UpdateOnce the corporate password policy has been @aélfithis wilbe

Status Update None - . ’
P adopted on non interactive accounts where possible

Original Action Date 1 Dec 2011 Revised Action Rat 31 Mar 2012 Original Action Da te 10ct 2011 Revised Action Bat 31 Dec 2011

Controllssue- 1169 domain accounts were found to be exempnfthe domain
password polcy around password expiy. Therefarelsaccounts could potentially
remain unchanged overa numberofye &isk Rating— Moderate Risk.

Controllssue- Acorporate password polcy had notbeen definddcumented and
implemented forallpasswords and technologies uséthin the Councils infrastructure
and applicationsRisk Rating— Moderate Risk.

Status Update Anew AD hasbeen designed, with the exemptitmbe included in

s Status Update Adrafthasbeen sentoutforconsultation anddafeedback.
the remediation work.

Original Action Date 10ct 2011 Revised Action Rat 31 Mar 2012 OriginalAction Date 1Jul2011 Revised Action @Bat 31 Dec 2012

ControllIssue- Using various freely accessible tools, the pamsis fornumerousdomain
useraccountsand localadministratoraccounts wesisle in plain textin the
commentsand description fields, leaving them vuénlele to unauthorised disclosure.
Risk Rating— Low Risk.

Controllssue- There were numerous accessible BKFand BAKfi@enly accessible to
the domain userand everyone groups. These fiewddcbe restored to obtain passwoid
hashes which in turn could be crackedaotbtain administrative passwords across the
Network.Risk Rating— Moderate Risk.

Status Update Thishasbeen raised thisasan issue with Samd it hasbeen
forbidden aspractice. The removalofexistihg passls from comments field wilbe
conducted during Dec 2012.

Status Update None

Original Action Date 1 Dec 2011 Revised Action Bat 31 Mar2012

Original Action Date 1 Nov 2011 Revised Action at 20 Dec 2011

C
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking (Cont.)

Implementation Slippage Detais (Cont.)
Neighbourhoods

Chipside — ITSystem Se c urity Tore X LMS [T Se c urity

Controllssue- There was a weak password associated with tica la d ministra tive Cont_rollssue- We found IOFEV_iOUS versions of the Tort_exsysteﬂ"siding on the two
“Administrator’ and “Capita” accounts. There werds@ issue s with the localpassword TerminalServersand potentaly unneeded demotietadatabaseson the SQL
and accountmanagementpolcy on the SerRisk Rating— Moderate Risk. Server, both of which posed a security threattdadan the databa s&isk Rating—

Moderate Risk.

Status Update Update 22/7/11 - Awaiting Chipside’s re sponseth@ being actioned
Status Update Update 30 Jan 2012 - XN have agreed to VPN oth® serverand

Update 15/11/2011 - Need to instruct Serco to makangesto the passwordsas remove unnecessarydatabases. Emaied XN 27 Jaat0agree a date.
recommended above from audi.

Original Action Date 30 Sep 2011 Revised ActiontBa 29 Feb 2012
Original Action Date 31 Mar 2011 Revised Action f2a 31 Dec 2011

Controllssue- We found that9 database on the DCC-Trxsql0v&ehad the guest
accountenabled. Thiscould allow a compromised8Qcountto accessthe data i
the databasefisk Rating— Low Risk.

Stre et Lighting PFI

Status Update Update 30 Jan 2012 - Emaied XN 19 Jan 2012admfem whether Guest

ControlIssue- Invoice values forthe replacement of Derby strdighting were not accountsrequired. XN have agreed thattheywdlldi and clean up the databases
being reconcied to the ndependent Cfe@tion report from the Independent (see tem 7). Re-emailed 27 Jan 2012 to clarify wheer this wilinclude the Guest
Certifierto confirm thatthe work had beamdertaken to a satisfactory standaRikk accounts.

Rating— Moderate Risk.
Original Action Date 30 Sep 2011 Revised ActiontBa 29 Feb 2012

Status Update None
Controllssue- Due to NTFS permissions, the file shares on EReC-Tore xts01 and DCC-
Original Action Date 31 Dec 2011 Revised Action tea None torexts02 servers were accessible to the domainsugmup, and thusto around 6500
users. Thisgave uscomplete controloveralltheetad stored on the se shar&®sk Rating
—Moderate Risk.

Status Update Update 30 Jan 2012 - Sharesto be restricteteisure users only.
Currently investigating existing Leisure securityogips, if no suitable groups exist, we wil
create a new one with Serco.

Original Action Date 30 Sep 2011 Revised ActiontBa 29 Feb 2012

C
“@ centralmidlands audit partnership Page 13 of15



Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking (Cont.)

Implementation Sippage Details (Cont.)
Neighbourhoods (Cont.)

Tore x LMS [T Se c urity Tore x LMS [T Se c urity

Controllssue- New useraccountsand accounts where a passvesat was Controllssue- The Torex Leisure Management System did not anddically conduct a
requested, were left without a password Lithé usernextlogged in, alowing anybod|y controlled log off from the system aftera perioﬂirtactivit_y and pgssword protected
to log into thataccount without needing to enteetcorrect passwordRisk Rating— screen saverswhere notused by the computersmgnthie TIMS.Risk Rating—Low
Moderate Risk. Risk.

Status UpdateUpdate 30 Jan 2012 - These wilbe completed hg @f February. Status Update Update 30 Jan 2012 - these wilbe completedelng of February.
OriginalAction Date 30 Sep 2011 Revised ActiontBa 29 Feb 2012 QOriginal Action Date 30 Sep 2011 Revised ActiontBa 29 Feb 2012

d Controllssue- There were a totalofl2 accountsacrosstherdXServersthathad
non-expirng passwords. Severaldomain accoundg thould access these servers also
looked like they had theirpassword shown in pleeixt in a description boXRisk Rating
— Moderate Risk.

Controllssue- There were useraccounts within the userpoakthad accesslevelsan
priviegesthatexceed whatwasrequired to comglgteirjob. Thiswasdue to a
recent staffrestructure throughout the leisure tresRisk Rating— Low Risk.

Status Update Update 30 Jan 2012 - These wilbe completedelng of February. . . .
Status Update Update 30 Jan 2012 - XN confirmed 19 Jan 2012tttheiradmin

accountscan be setto expire,oreven be disabexhied XN 27 Jan 2012 to clarify
which ofthe listed accountsthey classthsirs. Remaining accounts wilthen need
reviewing with Serco.

Original Action Date 30 Sep 2011 Revised ActiontBa 29 Feb 2012

Controllssue- There were 14 members ofthe SysAdmin role whéxcessive. There
were also 2 Domain groups assigned to the SysAdmlé which granted membership

Original Action Date 30 Sep 2011 Revised Action Date 31 Mar 2012
to a further 128 usersRisk Rating— Low Risk. 9! I P v :

Status UpdateUpdate 30/01/2012 - XN accountsonly need to Hatabase owners’
notmembersofthe SysAdmin group. Remadghmccounts wilthen need reviewing with
Serco.

QOriginal Action Date 30 Sep 2011 Revised Action Date 31 Mar 2012
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Audit & Accounts Committee: 29March 2012

Derby City Council—Internal Audit Progress Report

4 Recommendation Tracking (Cont.)

Implementation Slippage Details (Cont.)
Adults, Housing & He alth

Housing Allocations

Controllssue- The Housing Allocations Policy weabeing updated: Procedures were
aged and required review, which wasdependent enpblcy update. Athough the
Abritas system was fit forpurpose atthe time afldt, a change in the policy would
mean amendmentswould be required to the softwRisk.Rating— Low Risk.

Status Update Nothing more wilbe done on thallocations polcy including changeg
in procedures untiwe have the new software eneyxt year. Anote of caution isthat
we may welldelay changesand proceduresdue topthrding Localism agenda du
ne xt April.

D

QOriginal Action Date 31 Mar 2011 Revised Action Date 1 Apr2012

Controllssue- Eligibiity checks were notundertaken forapalcantsand records of
the checksundertaken were not consiste ntly mairgdiRisk Rating— Low Risk.

Status Update Nothing more wilbe done on thallocations polcyincluding changesg
in procedures untiwe have the new software eneéyxt year. Anote of caution isthat
we may welldelay changesand proceduresdue topthrding Localism agenda du
ne xt April.

D

QOriginal Action Date 31 Jul2011 Revised Action ea 1 Apr2012
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