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AUDIT & ACCOUNTS COMMITTEE 
06 November 2019 
 
Report sponsor: Andy Brammall – Director of 
Digital & Customer Management 
Report author:   

ITEM 09 
 

 

Information Security Update 

 
Purpose 
 
1.1 This report provides Members of the Committee with an update on information 

security breaches across the Council for the first six months of the financial year 
2019/20, with consideration to the current threats, success of improvements delivered 
and ongoing improvement plans.  

 
Recommendation 
 
2.1 To note the report and to request a further Information Security Assurance update at 

the February 2020 meeting.  

 
Reasons 
 
3.1 The Audit & Accounts Committee is responsible for providing assurance to the 

Council on the effectiveness of the governance arrangements, risk management 
framework and internal control environment.  

3.2 The Council holds a significant amount of confidential and sensitive information. It is 
essential that this information is managed properly to reduce the amount of breaches, 
in particular serious (reportable to the Information Commissioner’s Office) breaches 
likely to attract regulatory action or claims for compensation.  

 
Supporting information 
 
4.1 This update report provides an update across the area of: 

 
• Information Security Breaches 
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Legal implications 
 
13.1 None directly arising.  

 
Other significant implications 
 
14.1 
 

Risk Management 
Non-compliance with FOI and Data Protection legislation opens up the risk that the 
Council attracts a monetary penalty or other sanction from the ICO. This is 
particularly important going forward as from 25 May 2018 when the General Data 
Protection Regulations (GDPR) came into force then penalties for non-compliance 
can be up to €20 million. Information risks are monitored on a regular basis by the 
Director of Digital & Customer Management, Andy Brammall.  
 

14.2 Equalities Impact 
 
Data Protection also includes sensitive equality information. It is essential that we 
are able to do all we can do to prevent any breaches.  
 

14.3 Corporate objectives and priorities for change 
 
The functions of the Committee have been established to support delivery of 
corporate objectives by enhancing scrutiny of various aspects of the Council’s 
controls and governance arrangements.  
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